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Decisions of the Audit Committee 

 
14 July 2021 

 
 

Cllr Rohit Grover (Chairman) 

Cllr Alex Prager (Vice-Chairman) 
 

Councillor Thomas Smith   Councillor Laithe Jajeh  
Councillor Alison Moore   Councillor Arjun Mittra  
Councillor Anne Hutton (substituting for Kathy Lavine) 

 
 

Also in attendance 
Richard Harbord – Independent Member 

Geraldine Chadwick – Independent Member  
 
 

1.    MINUTES OF LAST MEETING (Agenda Item 1): 
 
RESOLVED that the minutes of the meeting dated 28 April 2021 be agreed as a correct 
record. 
 

2.    ABSENCE OF MEMBERS (IF ANY) (Agenda Item 2): 
 
Apologies for absence were received from Councillor Kathy Lavine.   Councillor Anne 
Hutton was in attendance as a substitute member.  
 

3.    DECLARATION OF MEMBERS' DISCLOSABLE PECUNIARY INTERESTS AND 
OTHER INTERESTS (IF ANY) (Agenda Item 3): 
 
None.  
 

4.    REPORT OF THE MONITORING OFFICER (IF ANY) (Agenda Item 4): 
 
None.  
 

5.    PUBLIC QUESTION AND COMMENTS (IF ANY) (Agenda Item 5): 
 
None.  
 

6.    MEMBERS' ITEMS (IF ANY) (Agenda Item 6): 
 
None.  
 

7.    INTERNAL AUDIT EXCEPTION RECOMMENDATIONS REPORT AND Q1 
PROGRESS REPORT 1ST APRIL TO 30TH JUNE 2021 (Agenda Item 7): 
 
The Head of Internal Audit introduced the report and noted the progress against internal 
audit recommendations and work completed to date on the Internal Audit & Corporate 
Anti-Fraud Team (CAFT) Plan 2021/22 and high and medium priority internal audit 
recommendations.  
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Members heard of the work that had been undertaken during Q1 and therefore the 
appendix to the Officers report was noted.    
 
Members had the opportunity to ask questions and in doing so Councillor Alex Prager 
requested to understand the slippage on access agreements for admitted bodies.  The 
Assistant Director of Finance responded to these points and stated that he would write to 
Councillor Prager once he had spoken to the team.  In responding to a question the 
Director of Assurance noted that all the Audit Committee reports are reviewed and 
considered by the Council’s Senior Management Team in advance of the committee 
meetings.   She added that the slippage is monitored and therefore action plans had 
been put in place for the highways and pensions issues that had been noted.  She added 
that she would take these points away and look at how this can be addressed in a better 
way.  
 
Councillor Anne Hutton noted that improvements had been made to pensions but she 
raised concerns and requested to know why CIL payments were not being made.  She 
questioned also if the land charge changes within the report would lead to data quality 
improvements.    
Councillor Arjun Mittra noted that some items didn’t contain follow up target dates.   The 
Head of Internal Audit assured Members that there are target dates and this point would 
be reviewed.    Councillor Mittra also made comments in regards to how generous 
deadlines were and he made further remarks in respect to CIL payments.      
 
Councillor Arjun Mittra said that the report outlined credit notes that were reviewed as 
part of the Grant Thornton review.   He requested to know why this wasn’t part of normal 
procedures.   The Assistant Director of Finance said that a number of personnel changes 
had been made.   He went on to say credit notes are transactions that are processed by 
the Council and he stated that he was confident that the team would improve this in the 
coming months.   Councillor Mittra asked why Officers have not attended training 
sessions, he said that this should be monitored so that Officers are trained appropriately.   
The Head of Internal Audit said that training was a priority and assured Members that 
this was monitored.  
 
Councillor Laithe Jajeh spoke in support of the comments that Members had made, he 
further asked about Accounts Receivable and how the unallocated credit notes process 
worked if it wasn’t possible to allocate them.  The Head of Internal Audit said work had 
been carried out and therefore she would look into this matter.   
 
Councillor Alison Moore requested robust systems to ensure the Council was operating 
well.  She added that there were reoccurring themes that concerned her and gave some 
examples to support her comments. She added that the quality of data was very 
important and therefore she was concerned that proper processes were not being 
followed correctly and improvements are not therefore being made as quickly as 
possible.  
 
Independent Member Geraldine Chadwick requested the views of the Head of Internal 
Audit in regards to Land Charges.  Members heard in response the work around this 
point and it was agreed that if the work is to be completed then this shouldn’t feature in 
future reporting until those revised deadlines have passed.  
 
Having Considered the report the Audit Committee:  
 
Resolved 
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1. That the Committee noted the work completed to date on Internal Audit Q1 progress 
report - 1 st April to 30th June 2021.  
2. That the Committee approved the updated Internal Audit Charter. 
 
 

8.    ANNUAL INTERNAL AUDIT OPINION 2020-21 (Agenda Item 8): 
 
The Head of Internal Audit introduced the report.   The Committee noted that each year 
the work of Internal Audit is summarised to give an overall opinion on the system of 
internal control and corporate governance within the Council.   The Committee were 
requested to consider the opinions as laid out in the report and the appendix to the 
report.  
  
Members had the opportunity to ask questions.     
 
Councillor Alex Prager said that he was surprised and frustrated that Barnet Officers 
were not completing training, he said that this increased risk to the Council. 
 
Members noted duplicate payments identified by the software AP Forensics.   It was 
noted that this matter was newly reported.  
 
Councillor Alison Moore said that a key principle of the Audit Committee was to drive 
performance and therefore it was vital that Officers followed through on the Committee’s 
recommendations.  She outlined her concerns on the lack of training for Officers and 
therefore she wanted to know if Senior Management were supportive of the Audit 
function.   The Head of Internal Audit informed Members that there had been a drive to 
ensure that training modules were being completed across the Council.  She added that 
there was a new learning management system that would improve the position.    She 
added that there is an internal reporting process that is reported to the Council’s Senior 
Management Team.   Councillor Anne Hutton said she was shocked to see this training 
information and the current position.   
 
The Chairman noted the planned London Borough Peer review of the Internal Audit 
service.  The Head of Internal Audit said that LB Tower Hamlets will be reviewing the 
Council later this financial year and this process will likely take place over a two-week 
period.  
 
 
Having Considered the report the Audit Committee:  
 
Resolved 

1. That the Committee noted the contents of the Annual Internal Audit Opinion 2020- 
21. 

 
9.    ANNUAL GOVERNANCE STATEMENT (Agenda Item 9): 

 
The Director of Assurance introduced the report.  Members were requested to consider 
the report and provide approval of the Annual Governance Statement 2020/21 to be 
included alongside the Statement of Accounts. 
 
Independent Member Mr Richard Harbord said that he was surprised that the report 
didn’t have a focus on business continuity.   Independent Member Geraldine Chadwick 
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said that LB Barnet should include the CIPFA's Financial Resilience index.  She said she 
would be interested to know where LB Barnet is placed in respect to the Index.    The 
Assistant Head of Finance said that Officers of the Council were looking into this matter 
and would report back.   Members requested that these issues be worked up to be 
included in the Final Annual Governance Statement. 
 
Having Considered the report the Audit Committee:  
 
Resolved 

1. That the Committee approved the Annual Governance Statement for inclusion 
within the Statement of Accounts for 2020/21 as set out in Appendix A of this 
report.  

2. That the Committee noted the Code of Corporate Governance 2021/22 as set out 
in Appendix B and noted that Full Council will be requested to approve the Code 
for incorporation into the Constitution. 

 
10.    CORPORATE ANTI-FRAUD TEAM (CAFT)Q1 PROGRESS REPORT 2021-22 

(Agenda Item 10): 
 
The Director of Assurance introduced the report and outlined the work that had taken 
place during the period 1st April to 30th June 2021.  Members noted that the report 
represented an up-to-date picture of the work undertaken by Corporate Anti-Fraud Team 
(CAFT) during that time. 
 
Members had the opportunity to ask questions.    In doing so Members asked questions 
in regard to cases documented in appendix A.   The Assistant Director for Counter 
Fraud, Community Safety and Protection was in attendance to answer questions.  
 
 
Having Considered the report the Audit Committee:  
 
Resolved 
 
That the Committee noted the CAFT Progress Report covering the period 1st April – 30th 
June 2021 
 

11.    ANNUAL REPORT OF THE AUDIT COMMITTEE 2020-21 (Agenda Item 11): 
 
The Chairman introduced the report which described how the Audit Committee had met 
its objectives as well as detailing the work of the Committee to date and the outcomes it 
has achieved for 2020-21. He thanked the Committee for their contributions and Officers 
for their work on the report in particular the IA and CAFT team. 
  
Members of the Committee were given an opportunity to ask Officers questions 
regarding the report. 
 
 
Having Considered the report the Audit Committee:  
 
Resolved 
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That the Committee recommend Full Council to note and approve the Annual Report of 
the Audit Committee for 2020-21 as an accurate record of the outcomes and work 
programme for the year. 
 

12.    WHISTLEBLOWING POLICY (Agenda Item 12): 
 
The Director of Assurance introduced the report.   The Committee noted that this item 
was circulated late and therefore it was further noted that all Members had the 
opportunity to review the report.   Members received an overview of the Whistleblowing 
Policy that formed part of the Counter Fraud Framework and was last updated in 2018.   
Members noted the key changes as highlighted in the report.  
 
Councillors Alison Moore wished to know how partners can engage with the process.   
The Director of Assurance gave a verbal response to this point.  
 
 
Having Considered the report the Audit Committee:  
 
Resolved 
 
 
1. That the Committee approved the Whistleblowing Policy Statement 2021  
2. That the Committee agreed to delegat authority to the Director of Assurance to make 
further amendments to the Whistleblowing Policy Statement in consultation with the 
Chairman of the Audit Committee. 
 

13.    COMMITTEE FORWARD WORK PROGRAMME (Agenda Item 13): 
 
The Chairman introduced the Committee’s work plan.   In doing so he informed the 
Committee that the next meeting needed to be moved to a later date in December.  He 
stated that the external auditor was not able to complete the audit review by the next 
meeting on 13 October and therefore the Committee would not be able to sign off the 
accounts on that date. 
 
Resolved 

- That the Committee noted the work programme  
- That the Committee agreed that the next scheduled meeting on 13 October be 

moved to either 15 or 16 December.  Members further noted that the Governance 
Service would confirm this date.  

- That the scheduled meeting on 13 October be retained for consideration of a 
verbal Member briefing session.  

  
 

14.    14. ANY ITEMS THE CHAIRMAN DECIDES ARE URGENT (Agenda Item ): 
 
The Chairman stated that he had no urgent business.  However, he informed Members 
that the attending Governance Officer was leaving the Council after providing 16 years of 
service to LB Barnet.   He therefore thanked the Officer for all of her hard work and 
wished her well on behalf of the Committee.  
 
 
 

The meeting finished at 20:35 
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Summary 

This report gives members an update on the progress of the external audit of the Council’s 
2020/21 Statement of Accounts which is undertaken by BDO LLP.   
 
The draft financial statements (including the Pension Fund accounts) were published on 
30th July 2021 in line with the Accounts and Audit Regulations. 
 
The 2015 Regulations require that the final approved accounts are published no later than 
30th September of the financial year immediately following the end of the financial year to 
which the statement relates.   
 
BDO advised Audit Committee in July 2021 that they were not able to commence the audit 
until September, it was therefore not possible for them to conclude their audit in line with 
the statutory deadline. 
 
The final Statement of Accounts, including the Pension Fund accounts, will be published on 
the council’s website once BDO LLP have concluded their audit and this committee have 

 

Audit Committee 

15th December 2021  

Title  
External Auditor’s report on progress of 

the audit of the council’s 2020/21 accounts 

Report of Director of Resources 

Wards All 

Status Public  

Urgent No 

Key No 

Enclosures                          Appendix A – BDO Audit progress report 2020/21 (to follow) 

Officer Contact Details  
Anisa Darr – Director of Resources  

Anisa.Darr@Barnet.gov.uk 

020 8359 7634 
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approved and signed off the audit report.  The final audit report is expected to be presented 
to this committee on 14 February 2022. 
 

 

Officers Recommendations  

1. That the Committee note the progress of the 2020/21 external audit as 
presented by BDO LLP. 

 
 
1. WHY THIS REPORT IS NEEDED  
 
1.1 Under Section 151 of the Local Government Act 1972- “…every local authority shall 

make arrangements for the proper administration of their financial affairs”. Additionally, in 
accordance with International Standard on Auditing (ISA) 260, the external auditor is 
required to issue detailed reports on matters arising from the audit of the council’s 
accounts and pension fund accounts.   

 
2. REASONS FOR RECOMMENDATIONS  
 
2.1 In order that the Council can meet its legal obligation to produce audited financial 

statements. 
 
3. ALTERNATIVE OPTIONS CONSIDERED AND NOT RECOMMENDED 
 
3.1 Not applicable 
 
4. POST DECISION IMPLEMENTATION 
 
4.1 Not applicable 
 
5. IMPLICATIONS OF DECISION  
 
5.1 Corporate Priorities and Performance 
 
5.1.1 Review of reports made under International Standard on Auditing (ISA) 260 are an 

integral part of corporate governance. This is in line with Barnet’s Corporate Plan – which 
sets out four priorities for the council as below: 

 Clean, safe and well run – a place where our streets are clean and anti-social 

behaviour is dealt with so residents feel safe. Providing good quality, customer 

friendly services in all that we do. 

 Family friendly – creating a Family Friendly Barnet, enabling opportunities for our 

children and young people to achieve their best. 

 Healthy – a place with fantastic facilities for all ages, enabling people to live happy 

and healthy lives. 

 Thriving – a place fit for future, where all residents, businesses and visitors benefit 

from improved sustainable infrastructure & opportunity. 
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5.1.2 The Annual Statement of Accounts are the primary means by which the Council is held to 
account for the stewardship of its resources. 

 
5.2 Resources (Finance & Value for Money, Procurement, Staffing, IT, Property, 

Sustainability) 
 
5.2.1 The Statement of Accounts shows the financial position of the council as at 31 March 

2021. 
 
5.3 Social Value  
 
5.3.1 None in the context of this decision 
 
5.4 Legal and Constitutional References 
 
5.4.1 Section 151 of the Local Government Act 1972 requires that “…every local authority shall 

make arrangements for the proper administration of their financial affairs”. 
 

5.4.2 The Council is a public authority that is subject to the audit of its annual accounts by an 
external auditor. The Local Audit and Accountability Act 2014, Part 5 specifies the 
conduct of local audit. 

5.4.3 Part 3, regulation 9 of the Accounts and Audit Regulations 2015 requires that the 
statement of accounts must be considered by a committee or full council and approved 
by a resolution of that body. The accounts must then be signed by the person presiding 
at the meeting. The Section 151 officer must then reconfirm on behalf of the authority 
that they are satisfied that the statement of accounts presents a true and fair view of the 
financial position of the authority and its income and expenditure for that year. 
 

5.4.4 The 2015 Regulations require that the final approved accounts are published not later 
than 30th September of the financial year immediately following the end of the financial 
year to which the statement relates.  The audit did not commence until September 2021 
and it was therefore not possible for it to be concluded in line with the statutory deadline. 
 

5.4.5 International Standard on Auditing (UK and Ireland) 260 deals with the auditor’s 
responsibility to communicate with those charged with governance in an audit of financial 
statements. A link to the website containing ISA 260 can be found at 
https://www.frc.org.uk/getattachment/0240d0ea-d80f-4191-bf26-e29f98093cda/ISA-(UK)-
260-Revised-June-2016_final.pdf. 
 

5.4.6 Article 7 of the Council’s Constitution details the functions of the Audit Committee and 
include “To review and approve the annual statement of accounts and consider the 
external auditor’s report to those charged with governance on issues arising from the 
audit of the accounts”. 

 
5.5 Risk Management 
 
5.5.1 A positive external audit opinion on the council’s Statement of Accounts plays an 

essential and key role in providing assurance that Barnet’s financial risks are managed in 
an environment of sound stewardship and control. 

 
5.5.2 There are no key risks relating to the production, audit or publishing of the Statement of 

13

https://www.frc.org.uk/getattachment/0240d0ea-d80f-4191-bf26-e29f98093cda/ISA-(UK)-260-Revised-June-2016_final.pdf
https://www.frc.org.uk/getattachment/0240d0ea-d80f-4191-bf26-e29f98093cda/ISA-(UK)-260-Revised-June-2016_final.pdf


Title lead Booklet title title sub 

 

4 

Accounts identified in the Council’s risk register. 
 
5.6 Equalities and Diversity  
 
5.6.1 Accurate financial reporting is important to ensure the management of resources to 

enable the equitable delivery of services to all members of the community, to reduce the 
differential impact of the services received by all of Barnet’s diverse communities and to 
ensure compliance with the council’s duties under the 2010 Equality Act. 

 
5.7 Corporate Parenting 
 
5.7.1 None in the context of this decision 
 
5.8 Consultation and Engagement 
 
5.8.1 None in the context of this decision 
 
5.9 Insight 
 
5.9.1 None in the context of this decision 
 
6. ENVIRONMENTAL IMPACT  
 
6.1 None in the context of this report.  
 
7. BACKGROUND PAPERS 

 

Committee Item & Agenda Link 

Audit 
Committee 14 
July 2021 

 
 
Item 13: Committee 
Forward Work 
Programme.  
 
 

Agenda for Audit Committee on Wednesday 
14th July, 2021, 7.00 pm (moderngov.co.uk) 

Audit 
Committee 28 
April 2021 

Item 11: External Audit 
Plan 2020/21 

 

https://barnet.moderngov.co.uk/documents/s6
4729/External Audit Plan 202021.pdf 
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Summary 

Members are asked to note the progress against internal audit recommendations and work 
completed to date on the Internal Audit Plan 2021-22 and critical, high and medium priority 
internal audit recommendations. 
 
During Q2, the service completed 16 reviews and at that time had delivered 83% of our 
2021/22 6-month internal audit programme for Q1 and Q2.  
 
There was one report issued with a ‘Limited’ Assurance rating in this period. 
 

 Agency Staff 
 
Full copies of ‘No’ and ‘Limited’ Assurance audit reports are available on the Barnet 
website here: 
 

 

Audit Committee 
 

15th December 2021 
  

Title  

Internal Audit Exception 
Recommendations Report and Q2 
Progress Report  
1st July to 30th September 2021 

Report of Head of Internal Audit 

Wards N/A 

Status Public 

Urgent No 

Key Yes 

Enclosures                          
Appendix 1 - Internal Audit Q2 progress report (1st July to 
30th September 2021) 

Officer Contact Details  

Caroline Glitre, Head of Internal Audit 
caroline.glitre@barnet.gov.uk 

020 8359 3721 
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http://barnet.moderngov.co.uk/ecCatDisplay.aspx?sch=doc&cat=13619&path=0 
 
Due to the Audit Committee date being deferred to December, the Head of Internal Audit is 
able to provide an update on the follow-up work that has been completed during Q3 on the 
Agency Staff audit. The audit raised 2 high and 2 medium findings, with a total of 7 high 
and 7 medium rated agreed actions.  
 
All actions have been confirmed as implemented.  
 
Q2 Follow-Ups 

During Q2, the Internal Audit service followed up on critical, high and a sample of medium 
priority actions with an implementation date of 30th September 2021 or sooner.  

A total of 41 critical and high priority and 39 medium priority actions were followed up in this 
period. 

In Q2 the Internal Audit service confirmed the following: 

 

Critical and High priority actions:  

Follow-up Summary 
Total Implemented 

In 

progress 

Not 

Implemented 

Not yet 

Tested** 

Total Number of Actions Tested 41 6 9 26* 3 

 

*A number of actions relating to the Danegrove Primary School are not yet fully implemented, 
which is reflected in the % being lower than the target. 

 

Medium priority actions:  

Follow-up Summary 
Total Implemented 

In 

progress 

Not 

Implemented 

Not yet 

Tested** 

Total Number of Actions Tested 39 29 6 4 3 

      

Total actions followed up in Q2 

 
80 35 15 30 

 

%  44% 19% 37%  

 

**3 high and 3 medium actions relating to Pensions, were due by 30th September but had not yet 
been tested at the time of the Q2 report.  Fieldwork on these has subsequently been completed by 
Internal Audit’s co-source partner PwC in November 2021 and all 6 actions have been confirmed as 
Implemented. Further detail will be provided in the Q3 Progress Update. 

 

At the end of Q2 the Internal Audit service had confirmed 44% high and medium rated 
actions as implemented or superseded at follow-up. The total was therefore below the 
target of 90%.  
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As noted above, a large number of actions followed up this quarter (33) relate to 
Danegrove Primary School. With those actions removed, the status was as follows: 

 

Follow-up Summary Total Implemented 
In 

progress 

Not 

Implemented 

Total actions followed up in Q2 

 
47 33 10 4 

%  70% 21% 9% 

 
Due to the Audit Committee date being deferred to December, the Head of Internal Audit is 
able to provide an update on the actions that were not yet implemented at the end of Q2 
but have been confirmed as implemented since that time. A further 7 medium actions have 
now been implemented, meaning 40 actions (85%) in total have now been completed. This 
update will be reflected in the Q3 Progress report but for the Audit Committee’s reference, 
the additional actions that have now been confirmed as implemented are: 
 

 Audit Title Audit Date Ref Finding Action 

1 Finance 
Global 
Design 
Principles 
Follow-Up: 
Accounts 
Receivable 

28/06/2021 3a Authorisation of 
Refunds - Lack 
of interface:  

a) When a refund is entered and 
matched to an invoice/account, a PDF 
report will be generated summarising the 
entry (content to be agreed) to replace 
evidence from Integra that the account is 
in credit (by way of Screen shot of the 
unallocated payment on the customer 
account). The PDF report will be 
generated automatically on allocation 
and sent by email to either a) the person 
entering the refund, b) person matching 
the refund to a payment/credit note or c) 
AR team.  This will need to go to the 
person who will submit the request in 
AP. 

2 Finance 
Global 
Design 
Principles 
Follow-Up: 
Accounts 
Receivable 

28/06/2021 3b Authorisation of 
Refunds - Lack 
of interface: 

b) In the longer term, the AP 
form/process will be amended by the 
systems team. When the exception code 
of refund is selected, the form will 
prompt for the refund reference number 
from the Sales Ledger.  This will only 9. 
Allow the selection of a fully allocated 
refund that has not been processed 
before.  (When the manager is 
approving, they will be presented the 
name and address details of the 
customers to compare to the details 
provided on who is to be paid.  This will 
remove the requirement from Integra 
that the account is in credit (by way of 
Screen shot of the unallocated payment 
on the customer account). 
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3 Finance 
Global 
Design 
Principles 
Follow-Up: 
Accounts 
Receivable 

28/06/2021 3c Authorisation of 
Refunds - Lack 
of interface:  

c)The change at (b) will be added to the 
changes discussed at the 
AP/Integra/Schools Traded Services 
Contract Monitoring Meeting (CMM), so 
this can be monitored to completion. 

4 Finance 
Global 
Design 
Principles 
Follow-Up: 
Fixed 
Assets 

31/05/2021 2a Missing deed 
packs 

HBPL will assess the legal implications 
of not being able to locate BB packs for 
Council properties. 

5 Finance 
Global 
Design 
Principles 
Follow-Up: 
Fixed 
Assets 

31/05/2021 2d Communication 
between Legal 
and Finance 

d. The Financial Accounting and 
Controls Team will clarify the type of 
transactions/information  
relevant to properties they require from 
HBPL. 

6 Finance 
Global 
Design 
Principles 
Follow-Up: 
Cash and 
Bank 

28/06/2021 1d Bank listing 
and bank 
authorised 
signatory lists 

d. The schools authorised signatory list 
will be reviewed to ensure that it is up to 
date with all schools’ bank accounts and 
the correct authorised signatories and 
that it is consistent with the related 
records held at the bank.     

7 Finance 
Global 
Design 
Principles 
Follow-Up: 
Cash and 
Bank 

28/06/2021 4b Bank 
reconciliations 

b. Corporate Finance will maintain 
periodic oversight of bank reconciliations 
of the 11 imprest bank accounts to 
ensure that they are done consistently 
and accurately 

 
A response has now been received on the following two actions relating to Fixed Assets 
and they are In Progress. Evidence will continue to be reviewed prior to the Audit 
Committee meeting. 
 
Finance 
Global 
Design 
Principles 
Follow-Up: 
Fixed 
Assets 

31/05/2021 2b Missing deed 
packs 

b. Actions will be agreed and implemented 
based on HBPL assessment including 
engaging the relevant parties (for 
example, Estates and Records 
Management). This will include HPBL re-
opening the discussion for implementation 
of the project/ initiative for the completion 
of the registrations of the Council’s 
remaining unregistered land interests. 
Note: The Assistant Director – Estates 
confirmed that Estates will engage with 
any actions arising from HBPL’s 
assessment of the implications of not 
being able to locate deed packs. 
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Finance 
Global 
Design 
Principles 
Follow-Up: 
Fixed 
Assets 

31/05/2021 2c Communication 
between Legal 
and Finance 

c. In instances where HPBL are involved 
with a property transaction relevant to 
Council property (HRA and General 
Fund), HBPL will ensure that related 
information is communicated to the 
Financial Accounting and Controls Team 
responsible for fixed assets processing. A 
circulation will be agreed for the 
dissemination of information following the 
completion of transactions. 

 
 
Implementation of Agreed Audit Actions 
 
At the London Audit Group Annual Chief Internal Auditor Day in October 2021, Grant Thornton 
introduced their ‘Lessons Learnt from Public Interest Reports’ study. Much emphasis was placed on 
the importance of internal audit actions being implemented as opposed to recommendations being 
ignored. 
 
Lessons from recent Public Interest Reports | Grant Thornton 
 
Audit Committee have previously expressed concern over actions not being implemented 
in the agreed timeframes, particularly when actions repeatedly slip.  
 
The Head of Internal Audit has agreed revised Barnet Plan Outcomes Framework - Audit 

performance indicators as follows: 

 Number of new critical and high priority audit findings by quarter (total that will definitely 

be followed up on – as the Internal Audit service only follow up a sample of mediums). 

The desired Direction of Travel on this is for the number to decrease.  

 % of previously agreed critical and high priority audit actions, that are due within the 

quarter, that have been confirmed as implemented. The desired Direction of Travel on 

this is for the number to increase (against target of 90%) 

 Slippage - Number of critical and high priority audit actions that have not been 

implemented within agreed timeframes on 3+ occasions. These are clearly marked as 

Red within Internal Audit progress reports. The desired Direction of Travel on this is for 

the number to decrease. 

 
To encourage a higher implementation rate, the Head of Internal Audit is considering the 
arrangements for following up audit actions as follows: 
 

 New Assurance Assistant Director post; part of their remit will be to support the 
Head of Internal Audit and they will be involved in promoting the importance of IA 
and sound internal controls; 

 Internal Audit to focus on making it clear what is needed to consider an action as 
Implemented e.g. articulate the ‘Audit procedure and evidence’ / add ‘Agreed Upon 
Procedures’;  
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 Consider format of Internal Controls Board; this was initially set up off the back of 
the Grant Thornton review (after the Compulsory Purchase Order fraud) and the 
Financial Controls Board that was set up to oversee those recommendations; 

 Consider inclusion of audit actions within Capita Contract Monitoring Meetings 
(CMMs); 

 Consider addition of KPI around audit action implementation within the Capita 
Strategic Contract Review; 

 Discuss with Council Management Team (CMT) and agree plan for better 
engagement and when / how to escalate to them if not getting a response.  

 
At the end of Q4 the Head of Internal Audit will review whether the new arrangements have 
led to an improved outcome.  
 

Local Land Charges – Review of Planning Data Controls and Policies – Update on 
Implementation of Actions 

As reported to the Audit Committee in July, the agreed implementation date for some of the 
actions from the ‘Local Land Charges – Review of Planning Data Controls and 
Policies’ review was deferred to 30th January 2022 in light of the wider project in place 
around the transfer of Local Land Charges data to HM Land Registry. The follow-up audit 
to confirm implementation of these actions is therefore scheduled for Q4. 

A dedicated Project Manager has been appointed by Capita and the Project Plan has been 
shared with Internal Audit. The plan shows that some actions will now only be partially 
complete by January 2022, as the HM Land Registry aspects of the project are expected to 
run until October 2022 when the data migration is due to take place.  

Re’s Director of Operations will attend Audit Committee to provide further information to 
members regarding the progress of the project.  

 
 
Private Residential Fire Safety 
 
This review was included in the 2020/21 audit plan. However, it has not yet started due to 
delays in being provided with confirmation of the current arrangements in place. We 
requested a copy of the Terms of Reference for the Fire Safety Group and a copy of the 
SPIR which would frame the necessary work required from Re in relation to fire safety. We 
have been told that delays in agreement of the SPIR arose around the precise source of 
funding for the fire safety work (rather than the principle that it must be funded). We 
understand that this has now been resolved.  
 
Audit fieldwork is due to be undertaken in Q4. 
 
 
Cross-Council Assurance Service (CCAS) 

 
During Q2, an increased number of London-based and other local authorities have signed 
up to the CCAS framework, bringing the total number of authorities utilising the call of 
contract to 35. Barnet receives a 1% levy on all fees going through the Framework. This 
has so far led to income for Barnet of ~£65k since the Framework commenced on 1st April 
2020.  
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External Quality Assessment (EQA) 
 
The Public Sector Internal Audit Standards (PSIAs) require that we undergo an External 
Quality Assessment every 5 years. This is being undertaken by the Head of Internal Audit, 
Anti-Fraud & Risk and London Borough of Tower Hamlets as part of the peer review 
programme in place across London Boroughs. Audit Committee members will be 
interviewed as part of the review. It is expected that the review will be completed in time to 
report to the 14th February 2022 meeting of the Audit Committee.  
 

 

Recommendations  

1. That the Committee note the work completed to date on Internal Audit Q2 
progress report - 1st July to 30th September 2021 as summarised in Appendix 1. 

 

 
 
1. WHY THIS REPORT IS NEEDED  
 
1.1 The Audit Committee’s role in receiving this report is to note the overall 

progress made against the 2021-22 Internal Audit Plan and the critical, high 
and medium priority recommendations made. In addition, the Audit Committee 
can inquire of Directors and Assistants Directors as to their progress against 
recommendations. 
 

 
2. REASONS FOR RECOMMENDATIONS  

 
2.1 The Audit Committee approved the Internal Audit Plan for Q1 and Q2 of 2021-

22 in April 2021 and this report notes the progress against that plan and 
progress against critical, high and a sample of medium priority 
recommendations. 
 
 
 

3. ALTERNATIVE OPTIONS CONSIDERED AND NOT RECOMMENDED 
 

3.1 Not relevant. 
 

4. POST DECISION IMPLEMENTATION 
 

4.1 The Internal Audit Plan 2021-22 will continue to be delivered as reported to the 
Audit Committee with recommendations implemented in line with the report. 
 

5. IMPLICATIONS OF DECISION  
 

5.1 Corporate Priorities and Performance 
5.1.1 All internal audit and risk management planned activity is aligned with the 
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Council’s objectives set out in the Corporate Plan 2021-2025, and thus supports 
the delivery of those objectives by giving an auditor judgement on the 
effectiveness of the management of the risks associated with delivery of the 
service. 
 

5.2 Resources (Finance & Value for Money, Procurement, Staffing, IT, 
Property, Sustainability) 

5.2.1 When internal audit findings are analysed alongside finance and performance 
information it can provide management with the ability to assess value for 
money. 
 

5.2.2 The Internal Audit Plan 2021-22 agreed by the Audit Committee is being 
achieved from Internal Audit’s current budget. 
 

5.3 Social Value  
 

5.3.1  None in the context of this decision 
 
 

5.4 Legal and Constitutional References 
 

5.4.1 Article 7 of the Council’s Constitution, the Audit Committee terms of reference 
paragraph 2 states that the Committee can consider summaries of specific 
internal audit reports as requested. 
 

5.4.2 The Council also has a duty under section 3 of the Local Government Act 1999 
to make arrangements to secure continuous improvement in the way in which 
its functions are exercised, having regard to a combination of economy, 
efficiency and effectiveness. In discharging this overall responsibility, the 
Council is responsible for putting in place proper arrangements for the 
governance of its affairs, facilitating the effective exercise of its functions, which 
includes arrangements for the management of risk. Regulation 6(1)(a) of the 
Accounts and Audit Regulations 2015 requires ‘an authority to conduct a review 
at least once in a year of the effectiveness of its system of internal control and 
include a statement reporting on the review with any published Statement of 
Accounts (England)’. 
 

 
5.5 Risk Management 
5.5.1 All Internal Audit activity is directed toward giving assurance about risk 

management within the areas examined. By so doing the aim is to help 
maximise the achievement of the Council’s objectives. Internal Audit does this 
by identifying areas for improvement and agreeing actions to address the 
weaknesses.  
 

5.5.2 Internal Audit work contributes to increasing awareness and understanding of 
risk and controls amongst managers and thus leads to improving management 
processes for securing more effective risk management. 
 

5.6 Equalities and Diversity  
5.6.1 Effective systems of audit, internal control and corporate governance provide 
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assurance on the effective allocation of resources and quality of service 
provision for the benefit of the entire community. Individual audits assess, as 
appropriate, the differential aspects on different groups of individuals to ensure 
compliance with the Council’s duties under the 2010 Equality Act. 
 

 
5.7 Corporate Parenting 
 
5.7.1  None in the context of this decision 

 
 

5.8 Consultation and Engagement 
5.8.1 N/A 

 
5.9 Insight 
 
5.9.1 None in the context of this decision 

 
 

6. ENVIRONMENTAL IMPACT 
 
6.1 Not relevant to this report.   

 
 

7. BACKGROUND PAPERS 
 
6.1  Audit Committee 11 March 2010 (Decision Item 11) - the Committee accepted 

that there would be progress reports to all future meetings of the Committee 

and, that for all “limited” or “no assurance” audits, there should be a brief 

explanation of the issues identified.   

http://barnet.moderngov.co.uk/Data/Audit%20Committee/201003111900/Agenda/Do
cument%208.pdf 
 
6.2 Audit Committee 21 September 2010 (Decision Item 7) – the Committee 

agreed that where an audit had limited assurance that greater detail be 

provided than previously. 

http://barnet.moderngov.co.uk/Data/Audit%20Committee/201009211900/Agenda/Do
cument%203.pdf 
 
6.3 Audit Committee 17 February 2011 (Decision Item 7) – the Committee (i) 

agreed that a report would be prepared quarterly regarding those internal 

audit recommendations not implemented (ii) requested that the table of 

priority 1 recommendations should in future indicate what date 

recommendations were made to service areas and the implementation date. 
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http://barnet.moderngov.co.uk/Data/Audit%20Committee/201102171900/Agenda/Do
cument%204.pdf 
 
6.5 Audit Committee 28 April 2021 (Decision Item 8) – the Audit committee 

approved the Internal Audit and Anti-Fraud Strategy and Annual Plan 2021-22 

for Q1 and Q2. 

 
https://barnet.moderngov.co.uk/ieListDocuments.aspx?CId=144&MId=10214&Ver=4 
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Internal Audit Q2 Progress Report 

1 July – 30 September 2021  
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1.0 Summary 

1.1 Purpose of this report 

1.1.1 We are committed to keeping the Audit Committee up to date with Internal Audit progress and activity throughout the year. This summary has been 
prepared to update you on our activity since the last meeting of the Audit Committee and to bring to your attention any other matters that are relevant to your 
responsibilities. 

 

1.2 Progress against the 2021/22 internal audit plan 

1.2.1 The Audit Committee agreed a plan for the first six months for the 2021/22 financial year, due to the on-going disruption of the COVID19 Pandemic.  We 
have completed 16 reviews in this period and to date have delivered 83% of our 2021/22 6-month internal audit programme for Q1 and Q2.  

The Council continues to deliver critical services as necessary, and if there is an additional surge in cases in the Borough this will again have an impact on the 
internal audits being undertaken.  

Please see Appendix A for further narrative on our performance indicators (PIs).  

 

1.2.2 There was one ‘limited’ assurance report issued in this period.  

 Agency Staff 

Further detail is provided in section 2.1 of this report.  

 

1.3 Findings of our Follow Up Work 

1.3.1 We have commenced follow up work on all critical and high priority actions with an implementation date of 30 September 2021 or sooner. We have had 
discussions with management on the progress made in implementing actions falling due in this period and have sought evidence to support their response.  

A total of 41 critical and high priority actions have been followed up in Q2: 

 6 actions have been confirmed as implemented (15%); 

 9 have been partially implemented (in Progress) (22%); 

 26 have not been implemented (63%) 
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Critical and High priority actions:  

Follow-up Summary 
Total Implemented In progress 

Not 
Implemented 

Not yet 
Tested** 

Total Number of Actions Tested 41 6 9 26* 3 

*A number of actions relating to the Danegrove Primary School are not yet fully implemented, which is reflected in the % being lower than the target (see 
update below at 1.4.1). 

 

1.3.2 We also follow-up a sample of medium priority actions to confirm implementation.  

A total of 39 medium priority actions have been followed up in Q2: 

 29 actions have been confirmed as implemented (74%); 

 6 have been partially implemented (16%); and 

 4 actions have not been implemented or evidence has not been provided (10%) 

 

Medium priority actions:  

Follow-up Summary 
Total Implemented In progress 

Not 
Implemented 

Not yet 
Tested** 

Total Number of Actions Tested 39 29 6 4 3 

      

Total actions followed up in Q2 

 
80 35 15 30 

 

%  44% 19% 37%  

 

**6 actions relating to Pensions, were due by 30th September but have not yet been tested.  Fieldwork on these will be carried out by our co-source partner PwC 
in November 2021. 

 

We have currently confirmed 44% high and medium rated actions as implemented or superseded follow-up. The current total is therefore below the target of 
90%.  

As noted above, a high number of actions followed up this quarter (33) relate to Danegrove Primary School (see update below at 1.4.1). With those actions 
removed, the status is as follows: 27



 

 

 

Follow-up Summary Total Implemented In progress 
Not 

Implemented 

Total actions followed up in Q2 

 
47 33 10 4 

%  70% 21% 9% 

 

Progress against audit actions is summarised in more detail in Section 4. 

 

1.4 Other Matters 

 

1.4.1 Danegrove Primary School 

 
The Danegrove school audit report was issued in May 2021 and was rated ‘No Assurance’, resulting in 2 critical, 5 high and 5 medium recommendations being 
made.  This translated into 33 actions (14 judged ‘critical’) which have been followed up this quarter.  The results of the follow-up work undertaken can be seen 
below (Section 4.0 Follow Up).  In summary, 2 actions have been implemented, 5 have been partly completed and 26 have not yet been implemented. 

The school have made progress to address areas of concern. The Governors approved a budget for 2021/22, and to a certain extent are being supported by 
Schools Finance to address issues that were raised during the audit. There is an outstanding requirement to get a quarterly return prepared for submission to the 
LA by 15th October – this includes a forecast of expenditure to the end of March 2022.    

A new Headteacher took up her position effective 1 September 2021.  She has indicated that she wants an in-house finance team and is planning to train 
existing office staff to carry out all finance tasks.  For this reason, a revised due date of 1 April 2022 has been agreed as the implementation date for the current 
outstanding actions. In the meantime, the schools’ auditor is providing support and challenge where possible.  

 

1.4.2 Local Land Charges – Review of Planning Data Controls and Policies – Update on Implementation of Actions 

As reported to the Audit Committee in July, the agreed implementation date for some of the actions from this review was deferred to 30th January 2022 in light of 
the wider project in place around the transfer of Local Land Charges data to HM Land Registry. The follow-up audit to confirm implementation of these actions is 
therefore scheduled for Q4. 

A dedicated Project Manager has been appointed by Capita and the Project Plan has been shared with Internal Audit. The plan shows that some actions will 
now only be partially complete by January 2022, as the HM Land Registry aspects of the project are expected to run until October 2022 when the data migration 
is due to take place.  

Re’s Director of Operations will attend Audit Committee to provide further information to members regarding the progress of the project.  
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1.5 Recommendations  

 That the Audit Committee notes the progress made against our 2021/22 Internal Audit Programme. 
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2.0 Limited Assurance and reports with significant impact issued since the previous meeting 

2.1 Limited Assurance Reports 

2.1.1 Agency Staff 

 

Number of Recommendations by risk Category 

High Medium Medium 

2 2 3 

 

Scope  

This review looked at the administration and operation of the temporary labour agency contract and the process for requesting agency staff. 

A ‘temporary and interim workforce’ internal audit review conducted in May 2018 provided no assurance over the administration and operation of the temporary 
labour agency contract and the process for requesting agency staff. At the time of the May 2018 audit the contract was held with Commensura for the provision of 
all of the Council’s temporary and interim staff. This contract terminated on 30 September 2018 and was not renewed, and a new agency staff contract with Matrix, 
commenced on 1 October 2018. Matrix are a neutral vendor managing a supply chain of agencies to fill temporary and interim vacancies. Matrix contract manages 
the relationships with the agencies in its supply chain as well as providing quality assurance over their compliance with core requirements around the vetting and 
screening of agency staff. 

To support the management of the agency staff contract, a RACI (‘Responsible – Accountable – Consulted – Informed’) matrix was established between the 
Council’s HR and CSG Procurement in September 2018, and a working group attended by a designated contact within each Council directorate has continued to 
operate to monitor the performance of the contract. 

As part of this review, we looked at: 

 Contract Monitoring 

 Agency staff request process 

 Access to the Matrix CR Net system. 

Summary of findings 

We have identified a number of findings which can ultimately be attributed, at least in part, to the lack of awareness and clarity around responsibilities and 
accountability. The Council operates a self-serve model, whereby all service users are encouraged and expected to take responsibility for their use of the service, 
including, but not limited to, seeking out policy and procedure guides and compliance to those policies. It was noted that the policies relating to agency staff, along 
with the supporting RACI matrix, require updating to reflect the Council’s changing needs and working practices since implementation of the contract. We have 30



 

 

found that responsibilities are not widely understood by service users and that each service area holds a different view on where responsibility for key processes 
actually lies; therefore, it is important for the Council to re-establish appropriate internal roles and responsibilities. In addition, we have found issues relating to 
system access, which could permit the execution and concealment of fraudulent activity and weak user access review processes.  

This audit has identified 2 high, 2 medium and 3 low priority findings.   

We identified the following high and medium issues as part of the audit: 

 Roles and Responsibilities (high risk) – Internal roles have not been updated to adequately reflect current working practices, and responsibilities are not 
widely understood throughout the Council. Subsequently key contract management processes have not been performed and ultimately there has been no 
accountability for not understanding responsibilities. A RACI matrix (‘Responsible – Accountable – Consulted – Informed’) was established in 2018 following 
the recommendations from the previous Agency Staff audit report; however, the matrix had not been updated or widely shared since. The RACI matrix directly 
contradicted responsibilities detailed on the Agency Workers Guidance document.  

 Matrix New Starters (high risk) – New agency staff are required to complete a series of pre-employment checks before commencing employment with the 
Council (e.g. Right to Work, DBS check, etc). Our sample testing showed that 4/10 (40%) new agency workers pre-employment checks were not completed 
prior to the first day of employment. Furthermore, the Agency Workers Guidance v1.1 policy (June 2019) requires all new agency starters have Council 
Management Team (CMT) member approval prior to being set up on Matrix and evidence must be retained for audit purposes, however our sample testing 
found that 5/8 (63%) could not evidence CMT approval at the time of this review. We understand that the current documented policy, which states this 
requirement, is being revisited.   

 Awareness of Policies (medium risk) – Policies and guidance documents are widely shared with Council staff via the intranet, however, we found through 

discussions with management that there was a general lack of awareness of policy or procedure documents. Whilst policies are available to all staff through 
the intranet, there is no accountability for not following policy. The lack of awareness also extended to the RACI matrix (refer to finding 1), however, unlike 
the RACI matrix, policies have been maintained and made available to service users. Our sample testing found, for example, that 3/10 (30%) of placements 
exceeded the prescribed 12-week maximum placement period, with initial placements between 13-18 weeks. Whilst this maximum placement period is clearly 
stated in the policy, it is not actively monitored and therefore not consistently adhered to. 

 Length of Service (medium risk) – Per the January 2021 Operations Management Information (MI) pack, 130/428 (30%) of agency worker placements 
exceed one year, however there is no evidence that supports the justification of having agency staff placements for extended periods of time and no evidence 
of value for money considerations. It is understood that discussions are held during contract meetings, and in certain scenarios (such as long-term projects 
requiring a specialist’s involvement) that long term placements are considered acceptable, however neither discussions nor exceptional circumstances are 
documented. 

 

Actions have been agreed to improve on the areas identified above. We will follow-up to confirm implementation and report the outcome within the Q3 progress 

report.  
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3.0 Progress against plan 

The table below represents a summary of the work that we have completed during the period 1st July 2021 to 30th September 2021 or that is 
currently underway.  

 

Stage Name of review 
Report 

classification 
Total 

findings 

Ratings 

 C
ri

ti
c

a
l 

H
ig

h
 

M
e
d

iu
m

 

L
o

w
 

A
d

v
is

o
ry

 

Q2 – 1 July – 30 September 2021 

 

Complete Agency Staff Limited 7 - 2 2 3 - 

Complete 

Brent Cross West (BXW) and 
Brent Cross Critical 
Infrastructure (BXCI) 
Programme Review 

Reasonable 

8 -  -  5 2 1 

Complete Colindale School Reasonable 6 - - 5 1 - 

Complete Construction (Design & 
Management) – CDM 
Regulations 

Reasonable 5 - - 5 - - 

Complete Orion School Reasonable 5 - 1 2 2 - 

Complete St Paul’s CE School N11 Reasonable 5 - - 1 4 - 

Complete Managing Systems Access 
Rights – Controcc 

Reasonable 4 - - 3 1 - 

Complete Parking - PCN Cancellations Reasonable 3 - 1 2 - - 32



 

 

(Partial testing due to resource 
constraints in the COVID19 
Pandemic) 

Complete Barnet Education & Learning 
Services (BELS) Governance 
arrangements - Advisory 

N/A 
6 - - - - 6 

Complete Integra Issue Management  N/A 3 - - 1 2 - 

Complete Project Management Toolkit – 
Advisory review 

N/A 5 - - - - 5 

Complete Troubled Families Q1 N/A - - - - - - 

Complete Supporting Families 
Programme Q2 

N/A - - - - - - 

Complete 
Direct Payments – Data 
Analysis 

N/A 
- - - - - - 

Complete Adults Debt Recovery N/A 5 - - - - 5 

Complete Bus Subsidy Grant N/A - - - - - - 

Total Findings in Q2 62 - 4 26 15 17 

Draft Report COVID 19 Response and 
Recovery - Realtime 
Transaction Analysis (Phase 2) 

TBC - - - - - - 

Draft Report Estates Compliance TBC - - - - - - 

Draft Report Equality, Diversity and Inclusion 
(EDI) Policy and Action Plan - 
Development and Governance 
review  

TBC - - - - - - 
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Fieldwork COVID19 Business Grants – 
Post Payment Assurance 

TBC - - - - - - 

Fieldwork Trade Waste TBC       

Fieldwork Council Tax TBC       

Fieldwork Barnfield School TBC       

Planning Private Residential Blocks – 
Fire Safety 

TBC - - - - - - 

Planning VAT TBC - - - - - - 

Planning IR35 TBC - - - - - - 

Planning Remote Working TBC - - - - - - 

Planning Direct Payments TBC - - - - - - 

Planning Conduct Standards Compliance TBC - - - - - - 

Planning – Q3 review St Mary's School (N3) TBC       

Planning – Q3 review 
Disabled Facilities Grant 
certification 

TBC - - - - - - 

Planning – Q3 review QL Housing system TBC - - - - - - 

Planning – Q3 review Highways Health & Safety TBC - - - - - - 

Deferred 

Agreed with service to defer 
to Q4 due to changes in key 
personnel 

Premises Licensing and 
Gambling 

       

Deferred Local Land Charges outputs        
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Agreed with service to defer 
to Q3 due to impact of Stamp 
Duty holiday on service 

Deferred 

Agreed with service to defer 
to Q3 as previous review 
within Parking recently 
finalised 

Parking – PCN Debt Recovery 
& Write offs 

N/A - - - - - - 

Deferred 

Agreed with service to defer 
to Q4 due to emerging 
legislation and the strategy 
going to Committee in 
December 

Sustainability Strategy 

N/A       

Cancelled 

Feedback being given on an 
ongoing basis via the SLAM 
Project Board. No separate 
report output planned. 

SLaM Project – Review of ‘To 
Be’ Proposal 

N/A       

 

 

 

4.0 Follow Up 

4.1 Summary  

5.1.1 The wheel below demonstrates how many critical, high and medium priority actions due this period have been confirmed as being implemented, in 
progress, not implemented or have not yet been tested.  
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4.2 Outstanding actions 

4.2.1 During this period we followed up 40 critical and high priority and 39 medium priority actions due by 30 September 2021. One high action due in November 
2021 was also confirmed as implemented. 6 critical and high priority and 29 medium priority actions were found to be implemented or superseded.  The 
remaining 35 critical and high and 10 medium actions tested were found to be in progress or not implemented. 

 

Note: 3 high and 3 medium priority actions relating to Pensions were due by 30th September but have not yet been tested.  Fieldwork on these will be carried out 
by our co-source partner PwC in November 2021. 

 

* At the request of the Audit Committee a column has been added to show how many times the action has slipped i.e. not been implemented within the agreed 
timeframe. The colour key is as follows: 

White = 1 (i.e. first-time non-implementation being reported) 

Amber = 2 (i.e. second time non-implementation being reported) 

Red = 3+ (i.e. at least third time non-implementation being reported) 

 

 

4.2.2 Outstanding Critical and High priority actions 

Recommendation Implementation Status

Not implemented Implemented In progress Not Yet Tested
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  Name of 
report 

Agreed 
Action 

Status (Not Implemented / In Progress / Unable to 
Test) 

Owner Due Date Slippage* 

Strategic Director: Finance and Resources 

1.  Land 
Charges - 
Review of 
Planning 
Data 
Controls 
and Policies 
 
December 
2020 

We will 
support an 
audit of 
outputs in 
2021 to 
provide 
assurance 
that the risks 
identified 
have not 
materialised 
into issues. 

 
Partially Implemented – Reasonable Progress 
 
At planning stages of audit; scoping meeting has 
been held. Agreed to prepare Terms of Reference 
now but to undertake fieldwork after 30th September 
due to pressure on service from Stamp Duty holiday 
(which ends 30th Sept). 
 
Revised target date: 31st December 2021 

Transformation Manager 30/09/21 1 

2. Finance 
Global 
Design 
Principles 
Follow-Up: 
Accounts 
Receivable 
 
June 2021 

a)    Budget 
Managers will 
take 
responsibility 
for credit 
notes raised 
and allocated 
in their area. 
Budget 
Managers will 
track and 
report on 
credit notes 
raised in their 
budget area 
and ensure 
that all 
outstanding 
unallocated 
credit notes 
are matched 
with their 
invoices.  

 
Partially Implemented – Reasonable progress 
 
Evidence of email sent out to all budget managers 
provided. New reporting system to enable budget 
manager or approving manager know the credit note 
raised and allocated in their area has been agreed 
and tested (it enables individuals to see the name of 
the budget holder and the department, it is no longer 
abbreviated). 
 
The new system update in Integra will go live on 8th 
October. It has been agreed that the action will then 
be regarded as implemented and closed off if internal 
audit is provided with evidence that the old 
outstanding unallocated list detected during the 
audit is cleared off.   

Budget Managers in all 
Directorates 

30/09/2021 1 
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3. Finance 
Global 
Design 
Principles 
Follow-Up: 
Accounts 
Receivable 
 
June 2021 

b)    Finance 
Managers will 
ensure there 
is a regular 
(as 
appropriate to 
the service, at 
least half 
yearly) review 
of credit notes 
to identify 
where 
processes 
have lapsed 
with a view to 
moving credit 
notes through 
the system. 

 
Partially Implemented – Limited Progress 

 
Information provided is not adequate. Evidence 
showing email sent out was provided. IA has 
requested for report of the last two months. It has 
been agreed that the action will be regarded as 
implemented and closed off if internal audit is 
provided with evidence that the old outstanding 
unallocated list is cleared. It is expected this will be 
possible once the Integra update goes live on 8th 
October.  

Assistant Director Communities 
and Performance - Adults and 
Health 
Head of Finance – Adults and 

Health, 

30/09/2021 1 

 
 Strategic Director: Executive Director Children’s & Family Services 

4. St Joseph’s 
Catholic 
Primary 
School 
 
1 March 
2021 

The school 
will comply 
with the 
scheme for 
financing 
schools 
section 4 (The 
treatment of 
surplus and 
deficit 
balances 
arising in 
relation to 
budget 
shares). The 
school will 
continue to 
work towards 
an agreed 
recovery plan 
and submit 

In Progress – Reasonable Progress 
 

 
The school are continuing to work on their deficit 
recovery plan with Barnet Finance.   
Statement from Finance: These are complex 
situations and progress can be slow in terms of an 
actual recovery from a deficit position. The school 
submitted everything that was asked from it to date 
and the figures were analysed and the situation 
escalated to Director level. Once the school returns 
from its holiday we will be asking it to work with a 
budget specialist who will attempt to see if they can 
spot any more potential savings. 
 

Executive Headteacher/Finance 
officer/Governors 

30 June 
2021 

2 
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tracking 
evidence of 
recovery 
plans to the 
local authority 
as requested. 

5. Danegrove 
Primary 
School 
 
30 May 2021 

Banking and 
Petty Cash 

1.1 The 
school will 
update the 
Notice of 
Authorised 
Signatories 

Note regarding Danegrove Primary School:  
 

See 1.4.1: a revised due date of 1 April 2022 has been 
agreed as the implementation date for the current 
outstanding actions. In the meantime, the schools’ 
auditor is providing support and challenge to the school 
on an ongoing basis.  

 
Critical 
In progress – Significant Progress 
 
SBM was made aware of the new Notice of 
authorised signatory form.  Email from the Bursar 
states the school have prepared the new form for 
Headteacher who started 1 September 2021. Form 
was reviewed in school visit by Internal Audit.  Bursar 
has been included with authority to approve invoices, 
but this is not what happens in school.  The form is 
yet to be approved by the governors. 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

 

Immediately 1 

6. Danegrove 
Primary 
School 
 
30 May 2021 

Banking and 
Petty Cash 

1.2 The 
school will 
refer to 
Section 1.2 of 
the Financial 
Guide for 
schools and 
ensure that 
sufficient 
members of 
staff are 

Critical 
In progress – Significant Progress 
 
School had just approved new HT as bank authoriser 
with LLoyds.  Payments had been held until she was 
included.  Previous Lloyds Bank BACs reports 
reviewed - they had been signed by former HT and 
DH in summer term. 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 
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included to 
allow for 
separation of 
duties, allow 
for absences, 
and ensure 
that the 
authorised 
signatories for 
cheque 
signing/BACs 
authorisation 
are reflected 
on the Bank 
Mandate. 

7. Danegrove 
Primary 
School 
 
30 May 2021 

Banking and 
Petty Cash 
 
1.3 The 
school will 
ensure that 
the person 
who has been 
recognised by 
the bank to 
authorise 
payments on 
behalf of the 
school uses 
their own log 
in to authorise 
bank 
payments 
from the 
account. 

 

Critical 
Not implemented  
 
Discussed with Bursar and HT in school.  They will 
ensure that cards are used by named staff.  Evidence 
of this will be a check of the signature on the BACs 
payment report as evidence of oversight of this. 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 

8. Danegrove 
Primary 
School 
 
30 May 2021 

Banking and 
Petty Cash 

1.5 The 
school will 
correct errors 

Critical 
Partially implemented  
 
School accountancy team have been preparing 
monthly bank reconciliations remotely - these were 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 
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on the main 
school bank 
account 
reconciliation. 
Monthly 
reports 
presented to 
the 
Headteacher 
for 
authorisation 
will include 
detailed 
reports for 
‘unpresented 
cheques’ and 
‘unpresented 
income.’ All 
reports will be 
signed to 
evidence her 
review. 

not being printed to file in school.  Conversation with 
new HT revealed she is used to receiving monthly 
finance reports to review and sign.  This will happen 
going forward when the bursar has been trained to 
prepare bank recs on RM finance by the LBB school 
accountancy team.  They have a meeting 16/9 to 
agree training. 
 
Revised due date: 1 April 2022 
 

9. Danegrove 
Primary 
School 
 
30 May 2021 

Purchasing 

2.1 The 
school will 
ensure that a 
purchase 
order is raised 
for all relevant 
goods and 
services and 
this is 
approved by 
an authorised 
signatory. 
This 
expenditure 
will be 
recorded as a 
commitment 
to the school. 

Critical 
Not implemented  
 
Revised due date: 1 April 2022 
 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 
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An audit trail 
will be 
available 
which allows 
an item to be 
traced 
through from 
ordering 
through to 
payment of 
the invoice. 

10. Danegrove 
Primary 
School 
 
30 May 2021 

Purchasing 

2.2 The 
School Bursar 
will clearly 
initial in the 
rubber stamp 
grid on the 
invoice that 
the invoice 
has been 
checked for 
accuracy of 
quantity, 
price, and 
calculation 
against the 
original order. 

Critical 
Not implemented  
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 

11. Danegrove 
Primary 
School 
 
30 May 2021 

Purchasing 

2.3 All goods 
and services 
will be 
checked 
against a 
delivery note, 
for quality and 
quantity. The 
check will be 
recorded 
(signed for) 

Critical 
Partially implemented – Limited Progress 
 
Invoices rather than delivery notes were stamped and 
signed by Bursar to show evidence of her check. 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 
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on the 
delivery note. 

12. Danegrove 
Primary 
School 
 
30 May 2021 

Purchasing 

2.4 Invoices 
will be 
prepared for 
payment and 
presented to 
the 
Headteacher 
with a bank 
payment 
report 
showing that 
the payment 
batch is ready 
for authorising 
on the Lloyds 
online 
Banking 
software. 

Critical 
Not Implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 

13. Danegrove 
Primary 
School 
 
30 May 2021 

Purchasing 

2.5 The 
Headteacher 
will authorise 
invoices, and 
log onto the 
Lloyds 
Banking 
software to 
authorise 
payment 
through the 
bank account. 
The bank 
payment 
report will be 
signed and 

Critical 
Not implemented  
 
Revised due date: 1 April 2022 
 
 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 
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dated as 
evidence of 
the process. 

14. Danegrove 
Primary 
School 
 
30 May 2021 

Purchasing 

2.6 The 
school will set 
a limit above 
which a 
second 
person must 
authorise 
bank 
payments. 
Where the 
payment 
exceeds this 
limit, a 
second 
authorised 
person will log 
onto the 
Lloyds 
Banking 
software to 
authorise 
payment 
through the 
bank account. 
This process 
will be 
documented 
and approved 
by Governors. 
The 
authorised 
signatories 
will not 
include the 
school Bursar 
who is 
responsible 

Critical 
 
Partially implemented – Reasonable Progress 
 
The school has authorised the Headteacher and two 
deputy headteachers to authorise payments.  Query 
regarding whether the school business manager was 
also authorised has been sent by email to school. 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 
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for the school 
accounts. 

15. Danegrove 
Primary 
School 
 
30 May 2021 

Purchasing 

2.7 All 
payments 
made by 
direct debit 
through the 
school bank 
account will 
be matched 
with a valid 
invoice. The 
invoice will be 
verified as 
above and 
signed as 
authority for 
payment by 
an authorised 
signatory on 
the bank 
account. 

Critical 
Not implemented  
 
Revised due date: 1 April 2022 
 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 

16. Danegrove 
Primary 
School 
 
30 May 2021 

Purchasing 

2.8 The school 
will approve a 
credit card 
policy and use 
of the school 
credit card to 
ensure that 
all purchases 
are reviewed 

Critical 
Not implemented  
 
Revised due date: 1 April 2022 
 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 
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and executed 
in accordance 
with 
requirements 
as approved 
within the 
School’s 
Financial 
Management 
and 
Procedures 
Policy, 
ensuring at all 
times that a 
separation of 
duties exists 
between 
purchase 
order request, 
purchase 
order 
approval and 
online 
payment by 
debit card, 
sufficient 
budget is 
available, a 
record is kept 
of delivery to 
the school 
and that 
approved 
purchase 
orders and 
debit card 
authorisation 46



 

 

forms are 
retained for 
each 
purchase for 
independent 
review and 
scrutiny 
where 
necessary. 

17. Danegrove 
Primary 
School 
 
30 May 2021 

Purchasing 

2.9 VAT will 
not be 
claimed 
without a 
confirmed 
VAT receipt. 

Critical 
Not implemented  
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

Immediately 1 

18. Danegrove 
Primary 
School 
 
30 May 2021 

Tax 

3.1 The 
school will 
refer to the 
Barnet 
Schools 
Financial 
Guide, 
section 8 
(Taxation). 
The school 
will ensure 
that VAT is 
not claimed 
unless a VAT 
receipt is 
available to 

High 
 
Not implemented  
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

31-May-21 1 
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support the 
reclaim. 

19. Danegrove 
Primary 
School 
 
30 May 2021 

Tax 

3.2 The 
school will 
correct 
accounting 
entries for 
VAT 
reclaimed 
which was 
not 
supported by 
a valid VAT 
invoice, in 
line with 
advice from 
the Local 
authority.2 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

31-May-21 1 

20. Danegrove 
Primary 
School 
 
30 May 2021 

Tax 

3.3 VAT 
reports will 
be sent to the 
local 
authority 
monthly to 
support VAT 
claims. 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/Governors 

31-May-21 1 

21. Danegrove 
Primary 
School 
 
30 May 2021 

Financial 
Planning 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/Headteacher/ Governors 30-Jun-21 1 
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4.1 The 
school will 
comply with 
the scheme 
for financing 
schools’ 
section 2.2 
(Provision of 
Financial 
Information 
and Reports). 
The school 
will provide 
the Local 
authority 
with details of 
anticipated 
and actual 
expenditure 
and income, 
in a 
prescribed 
format. The 
information 
will be 
provided 
every three 
months, and 
monthly for 
those 
connected 
with tax and 
banking 
reconciliation. 
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22. Danegrove 
Primary 
School 
 
30 May 2021 

Financial 
Planning 

4.2 The 
school will 
correct errors 
in the current 
year 
accounting 
records, and 
prior year 
VAT returns, 
so that an 
accurate 
actual 
financial 
position can 
be used as a 
basis to 
forecast total 
year 
expenditure. 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/Headteacher/ Governors 30-Jun-21 1 

23. Danegrove 
Primary 
School 
 
30 May 2021 

Financial 
Planning 

4.3 The 
school will 
calculate the 
cost of paying 
casual staff 
employed for 
the school 
after-school 
playscheme 
during the 
period when 
no income 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/Headteacher/ Governors 30-Jun-21 1 
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was received 
by the school, 
as the 
playscheme 
was closed. 

24. Danegrove 
Primary 
School 
 
30 May 2021 

Financial 
Planning 

4.4 The 
school will 
produce a 
three-year 
plan, which 
will be 
presented to 
Governors. If 
the three-
year plan 
indicates that 
current levels 
of 
expenditure 
are too high, 
then the 
Governors 
will take 
action to 
reduce future 
costs. 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/Headteacher/ Governors 30-Jun-21 1 

25. Danegrove 
Primary 
School 
 
30 May 2021 

Budget 
Monitoring 

5.1 The 
school will 
refer to the 
Financial 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

30-Jun-21 1 
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Guide for 
schools’ 
section 2.5 
(Budget 
monitoring 
and control) 
for guidance. 
Monthly 
monitoring 
reports will 
be 
completed, 
and evidence 
retained of 
Headteacher 
and Governor 
review and 
approval. 

26. Danegrove 
Primary 
School 
 
30 May 2021 

Budget 
Monitoring 

5.2 The 
school will 
complete 
monthly 
salary 
monitoring to 
comply with 
the financial 
guide for 
schools. 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

30-Jun-21 1 

27. Danegrove 
Primary 
School 
 
30 May 2021 

Budget 
Monitoring 

5.3 Items of a 
capital nature 

High  
Not implemented  
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

30-Jun-21 1 
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will be 
recorded as 
capital 
expenditure. 

28. Danegrove 
Primary 
School 
 
30 May 2021 

Budget 
Monitoring 

5.4 Year-end 
accruals will 
be calculated 
in line with 
local 
authority 
requirements. 

High 
Partially implemented – Substantial Progress 
 
It would appear that year end accruals were entered 
for March 2021.  This is clear from the Q4 return 
provided. 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

30-Jun-21 1 

29. Danegrove 
Primary 
School 
 
30 May 2021 

Payroll 

6.1 The 
school will 
correspond 
with the 
payroll 
provider to 
ensure that 
payroll 
records for 
non-teaching 
staff record 
the Unified 
Reward 
paygrade for 
each member 
of staff. 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

23-Jul-21 1 

30. Danegrove 
Primary 
School 
 

Payroll 

6.2 All new 
contracts 

High  
Not implemented 
 
Revised due date: 1 April 2022 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

23-Jul-21 1 
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30 May 2021 issued will 
refer to 
Unified 
Reward terms 
and 
conditions. 
Contracts for 
non-teaching 
staff 
employed 
after April 
2017 will be 
checked to 
ensure that 
they contain 
the correct 
terms and 
conditions. 

 
 

31. Danegrove 
Primary 
School 
 
30 May 2021 

Payroll 

6.3 All 
changes to 
payroll and 
overtime 
claims will be 
authorised 
and filed to 
support 
additional 
payment. A 
member of 
staff will sign 
and date the 
forms to 
show that the 
change has 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

23-Jul-21 1 
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been made in 
the Payroll 
provider’s 
online payroll 
portal. When 
month end 
pre-payroll 
reports are 
received, a 
member of 
school staff 
will check 
that the 
changes 
entered into 
the payroll 
portal have 
correctly 
been 
processed by 
the payroll 
provider. 

32. Danegrove 
Primary 
School 
 
30 May 2021 

Payroll 

6.4 The 
school will 
retain 
evidence that 
annual 
performance 
reviews are 
undertaken 
for non-
teaching staff 
and teachers. 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

23-Jul-21 1 
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33. Danegrove 
Primary 
School 
 
30 May 2021 

Payroll 

6.5 
Information 
to support 
the grant 
claim under 
the 
Coronavirus 
Job Retention 
Scheme will 
be filed. 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

23-Jul-21 1 

34. Danegrove 
Primary 
School 
 
30 May 2021 

Payroll 
6.6 The 
Headteacher 
and school 
business 
manager will 
sign the 
monthly 
payroll report 
as evidence 
of their 
review. 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

23-Jul-21 1 

35. Danegrove 
Primary 
School 
 
30 May 2021 

Payroll 
6.7 The 
school will 
complete 
monthly 
salary 
monitoring to 
comply with 
the financial 
guide for 
schools. 

High  
Not implemented 
 
Revised due date: 1 April 2022 
 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

23-Jul-21 1 

 56



 

 

4.2.3 Outstanding medium priority actions 

 

 Audit Title Audit Date Ref Finding Action Responsible 
officer 

Due date Progress report for 
Audit Committee  
October 2021 
 

1.  Finance Global 
Design Principles 
Follow-Up: 
Accounts 
Receivable 

28/06/2021 3a Authorisation of 
Refunds - Lack of 
interface:  

a) When a refund is 
entered and matched to 
an invoice/account, a 
PDF report will be 
generated summarising 
the entry (content to be 
agreed) to replace 
evidence from Integra 
that the account is in 
credit (by way of Screen 
shot of the unallocated 
payment on the 
customer account). The 
PDF report will be 
generated automatically 
on allocation and sent by 
email to either a) the 
person entering the 
refund, b) person 
matching the refund to a 
payment/credit note or c) 
AR team.  This will need 
to go to the person who 
will submit the request in 
AP. 

Assistant 
Director 
Communities 
and 
Performance 
- Adults and 
Health 
Head of 
Finance – 
Adults and 

Health,  

31/07/2021 In Progress 
 
A system change to 
Integra has been agreed 
and tested. It has been 
agreed that the system 
will go LIVE on Friday 
8th October 2021. Until 
the update is live we 
will be unable to close 
any of the suggested 
actions because they 
are all related to the 
system update. 

2.  Finance Global 
Design Principles 
Follow-Up: Account 
Receivable 

28/06/2021 3b Authorisation of 
Refunds - Lack of 
interface: 

b) In the longer term, the 
AP form/process will be 
amended by the systems 
team. When the 
exception code of refund 
is selected, the form will 
prompt for the refund 
reference number from 
the Sales Ledger.  This 

Finance 
Manager – 
Financial 
Systems and 
Controls  
 

30/09/2021 In progress  
 
A system change to 
Integra has been agreed 
and tested. It has been 
agreed that the system 
will go LIVE on Friday 
8th October 2021. Until 57



 

 

will only 9. Allow the 
selection of a fully 
allocated refund that has 
not been processed 
before.  (When the 
manager is approving, 
they will be presented 
the name and address 
details of the customers 
to compare to the details 
provided on who is to be 
paid.  This will remove 
the requirement from 
Integra that the account 
is in credit (by way of 
Screen shot of the 
unallocated payment on 
the customer account). 

the update is live we 
will be unable to close 
any of the suggested 
actions because they 
are all related to the 
system update 

3.  Finance Global 
Design Principles 
Follow-Up: 
Accounts 
Receivable 

28/06/2021 3c Authorisation of 
Refunds - Lack of 
interface:  

c)The change at (b) will 
be added to the changes 
discussed at the 
AP/Integra/Schools 
Traded Services 
Contract Monitoring 
Meeting (CMM), so this 
can be monitored to 
completion. 

Head of 
Finance - 
Exchequer  

30/09/2021 In progress 
 
A system change to 
Integra has been agreed 
and tested. It has been 
agreed that the system 
will go LIVE on Friday 
8th October 2021. Until 
the update is live we 
will be unable to close 
any of the suggested 
actions because they 
are  all related to the 
system update 

4.  Finance Global 
Design Principles 
Follow-Up: Fixed 
Assets 

31/05/2021 1a Documented 
procedures 
governing fixed asset 
processing, including 
CIPFA Asset Manager 

a. Processes relevant to 
fixed assets processing  
in CIPFA Asset Manager 
and Integra will be  
documented in a 
procedure note, 
including: 

Finance 
Manager – 
Financial 
Control Team 

01/07/2021 In Progress 
 
The main part of the 
process will be 
undertaken during the 
closedown of the 
Council’s 2021/22 
accounts which has 58



 

 

- the reconciliation 
processes between 
CIPFA  
Asset Manager and 
other systems storing 
fixed  
asset data such as 
Atrium (Estates) and QL  
(Barnet Homes) and 
Integra; and  
- communication 
arrangements for 
identifying  
fixed asset acquisitions 
and disposals. 

been delayed.  Work is 
already underway to 
identify the required 
accounting entries and 
the final process notes 
will be created as part of 
the handover to the new 
Finance Manager.  The 
notes will include the 
CIPFA register, 
information from 
Estates/valuers and also 
accounting entries 
required as part of the 
year end closedown.   
Revised target date: 
30th April 2022 - by 
which time all year end 
processes in relation to 
assets should be 
completed and a full set 
of process notes will 
have been prepared. 

 

5.  Finance Global 
Design Principles 
Follow-Up: Fixed 
Assets 

31/05/2021 2a Missing deed packs a. HBPL will assess the 
legal implications of not 
being able to locate BB 
packs for Council 
properties. 

Senior 
Lawyer & 
Team Leader 
– Property  
(Harrow 
Barnet Public 
Law (HPBL) 

01/07/2021  Not Implemented 
No response or 
evidence received to 
date. Verbal update to 
be provided to the Audit 
Committee.  

6.  Finance Global 
Design Principles 
Follow-Up: Fixed 
Assets 

31/05/2021 2b Missing deed packs b. Actions will be agreed 
and implemented based  
on HBPL assessment 
including engaging the  
relevant parties (for 
example, Estates and  
Records Management). 
This will include HPBL  
re-opening the 

Senior 
Lawyer & 
Team Leader 
– Property 
(Harrow 
Barnet Public 
Law (HPBL) 

01/07/2021  Not Implemented 
No response or 
evidence received to 
date. Verbal update to 
be provided to the Audit 
Committee. 
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discussion for 
implementation of  
the project/ initiative for 
the completion of the  
registrations of the 
Council’s remaining  
unregistered land 
interests. 
Note: The Assistant 
Director – Estates 
confirmed  
that Estates will engage 
with any actions arising  
from HBPL’s assessment 
of the implications of  
not being able to locate 
deed packs 

7.  Finance Global 
Design Principles 
Follow-Up: Fixed 
Assets 

31/05/2021 2c Communication 
between Legal and 
Finance 

c. In instances where 
HPBL are involved with a  
property transaction 
relevant to Council 
property  
(HRA and General Fund), 
HBPL will ensure that  
related information is 
communicated to the  
Financial Accounting and 
Controls Team  
responsible for fixed 
assets processing. A  
circulation will be agreed 
for the dissemination of 
information following 
the completion of  
transactions. 

Senior 
Lawyer & 
Team Leader 
– Property  
(Harrow 
Barnet Public 
Law (HPBL) 

01/07/2021 Not Implemented  

No response or 
evidence received to 
date. Verbal update to 
be provided to the Audit 
Committee. 
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8.  Finance Global 
Design Principles 
Follow-Up: Fixed 
Assets 

31/05/2021 2d Communication 
between Legal and 
Finance 

d. The Financial 
Accounting and Controls 
Team  
will clarify the type of 
transactions/information  
relevant to properties 
they require from HBPL. 

Finance 
Manager – 
Financial  
Control Team 

01/07/2021 Not Implemented  

 Verbal update to be 
provided to the Audit 
Committee. 

9.  Finance Global 
Design Principles 
Follow-Up: Cash 
and Bank 

28/06/2021 1d Bank listing and bank 
authorised signatory 
lists 

d. The schools 
authorised signatory list 
will be reviewed to 
ensure that it is up to 
date with all schools’ 
bank accounts and the 
correct authorised 
signatories and that it is 
consistent with the 
related records held at 
the bank.     

Finance 
Manager 
 

01/08/2021 In progress – 
Reasonable Progress 

10.  Finance Global 
Design Principles 
Follow-Up: Cash 
and Bank 

28/06/2021 4b Bank reconciliations b. Corporate Finance will 
maintain periodic 
oversight of bank 
reconciliations of the 11 
imprest bank accounts 
to ensure that they are 
done consistently and 
accurately 

Assistant 
Finance 
Manager – 
Cash & 
Banking 
Registered 
Manager 
Meadow 
Close 

01/08/2021 In progress -Substantial 
Progress 

 

 

  

4.3 Completed actions 

4.3.1 During this period we followed up 6 critical and high priority and 29 medium priority actions which are deemed to have been implemented, superseded or 
closed. These are listed below: 

4.3.2 Completed high priority actions 
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 Name of report Agreed Action Owner Due Date 

1.  Highways 
Programme 
August 2019 

b) Work will not be goods receipted by LBB Finance 
before the necessary authorisation is on file as per 
action (a), Management will clearly define the 
responsible officers for ensuring that Re Invoice 2s 
are approved for payment and the minimum 
documentation which will be on file to support the 
payments 

Commercial Performance & Dev 
Manager 

31/12/2019 

2.  Finance Global 
Design Principles 
Follow-Up: 
Accounts 
Receivable 
 
June 2021 

c)    A query code will be created by the Systems 

Manager for aged credit notes, to enable a report on 

credit notes that have not been approved to be 

identified.  This will facilitate reporting on unactioned 

/ previously chased / old & 

Finance Manager – Financial 
Systems and Controls 

30 
November 
2021 

3.  Finance Global 
Design Principles 
Follow-Up: 
Accounts 
Receivable 
 
June 2021 

d)    Diary notes will be utilised to give details of 
actions taken or progress made. 

Assistant Finance Manager 

Service Finance Managers 

30 
September 
2021 

4.  Danegrove 
Primary School 
 
30 May 2021 

Banking and Petty Cash 
 
1.4 The school will ensure that the person responsible 
for the accounts does not authorise Bank payments. 

 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

28-May-21 

5.  Danegrove 
Primary School 
 
30 May 2021 

School Financial Value Standard 

7 The SFVS return will be completed as soon as 
possible to allow enough time for the form to be 
presented to Governors and sent to the local 
authority by the deadline for this year, which is 28 
May 2021 due to the coronavirus outbreak. 

Bursar/School Business 
Manager/Headteacher/ 
Governors 

28-May-21 
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6.  Waste Health & 
Safety 
 
February 2021 

Driver review of procedures on the Induction 
checklist 
 
1e. Drivers/loaders who have not signed the 
agreed/approved Induction list will do so to formally 
confirm that they have read the relevant 
procedures/risk assessments. 

Interim Operations Manager, 
StreetScene 

30 April 21 

 

 

 

4.3.3 Completed medium priority actions 
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 Audit Title Audit Date Ref Finding Action Responsible 
officer 

 

Due date 

1 Covid Transaction analysis Phase 1 16/12/2020 P/PC 
E1 

Potential duplicate (or more) 
payments made to vendors. 

Using the Power BI 
dashboard, duplicate items 
will be identified and sent to 
Budget Holders for review. 
Dependent on the response 
the escalation process will 
be IA or CAFT as required. 

Assistant 

Director - 

Investments & 

Innovation 

Head Of 

Finance - 

Exchequer 

31/08/2021 

2 COVID Transaction analysis Phase 1 16/12/2020 P/PC 
E2 

Potential duplicate (or more) 
payments made to vendors. 

As per above, the 
dashboard will be processed 
based on the monthly data 
upload from the P Card 
Team. 

Assistant 

Director - 

Investments & 

Innovation 

Head Of 

Finance - 

Exchequer 

31/08/2021 

3 Finance Global Design Principles 
Follow-Up: Budget Monitoring 

31/03/2021 1a Unauthorised virements a. All virements will be 
approved in line with the 
Council’s Financial 
Regulations. 

Relevant Heads 
of Finance in 
this instance: 
Head of 
Finance - 
Growth, 
Housing, 
Corporate 
Services & 
Assurance 

1/04/2021 
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4 Finance Global Design Principles 
Follow-Up: Budget Monitoring 

31/03/2021 1b Unauthorised virements b. Records of all virement 
authorisation will be 
retained for referral. 

Relevant Heads 
of Finance in 
this instance: 
Head of 
Finance - 
Growth, 
Housing, 
Corporate 
Services & 
Assurance 

1/04/2021 

5 Follow-up review of 'Finance Global 
Design Principles’ -General Ledger 

24/06/2021 1b Accuracy on Integra Chart - 
Data Synchronisation 

b) Management will look at 
the possibility of automated 
interfaces between the 
systems to ensure adequate 
communication and to 
reduce errors and time 
wasted on manual 
replication of files by staff. 

Business 
Analyst  

12/05/21 
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6 Follow-up review of 'Finance Global Design 
Principles’ -General Ledger 

24/06/2021 2a Accuracy on Integra 
Chart - Chart of 
Accounts maps  

a) Management will 
look at the 
possibility of putting 
the new system in 
operation before or 
on 31st March to 
make it workable for 
the new financial 
year. 

Interim Finance 

Manager, 

Financial Systems 

30/06/21 

7 Follow-up review of 'Finance Global Design 
Principles’ -General Ledger 

24/06/2021 2b Accuracy on Integra 
Chart - Chart of 
Accounts maps  

b) Management will 
look to make the 
review of the chart 
of accounts on a 
quarterly basis going 
forward. 

Interim Finance 

Manager, 

Financial Systems 

31/07/21 

8 Finance Global Design Principles Control Mapping 
Non-Schools Payroll 

01/05/2021 1.1 Overpayments 

 

We will confirm the 
status of the 
overpayment letters 
to ensure that where 
these were not sent 
out, appropriate 
action has been 
taken by Council 
Finance to chase up 
overpayments. 

Payroll Manager, 
Capita Belfast 
HR Solutions 

31/07/21 

66



 

 

9 Finance Global Design Principles Control Mapping 
Non-Schools Payroll 

01/05/2021 1.2 Overpayments  
 

We will work directly 
with Council Finance 
to gain a clear 
understanding on 
the status of the 50 
active 
overpayments. 
Where we can close 
these down (i.e. 
Finance have chased 
and the employee 
has paid the Council 
the outstanding 
monies back), we 
will ensure payroll 
records  

Payroll Manager, 
Capita Belfast 
HR Solutions 

31/07/21 

10 Finance Global Design Principles Control Mapping 
Non-Schools Payroll 

01/05/2021 1.3 Overpayments  
 

For any active 
overpayments that 
are not under 
investigation, we will 
agree on an 
appropriate course 
of action with 
Finance. 

Payroll Manager, 
Capita Belfast 
HR Solutions 

31/07/21 

11 Finance Global Design Principles Control Mapping 
Non-Schools Payroll 

01/05/2021 1.4 Overpayments  
 
 

We will understand 
why an agency staff 
worker was included 
on the active 
overpayments listing 
and will confirm that 
this overpayment is 
being pursued and/ 
or has been repaid. 

Payroll Manager, 
Capita Belfast 
HR Solutions 
 

31/07/2021 
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12 Finance Global Design Principles Control Mapping 
Non-Schools Payroll 

01/05/2021 1.5 Overpayments  
  

Finance will confirm 
to Capita Payroll 
when overpayment 
monies have been 
received. A monthly 
report will be sent 
from Finance to 
Payroll confirming 
current active 
payments and 
outlining where 
monies owed have 
been recovered. 

Payroll Manager, 
Capita Belfast, HR 
Solutions 
 

31/07/2021 

13 Finance Global Design Principles Control Mapping 
Non-Schools Payroll 

01/05/2021 1.6 Overpayments 

 

We will review the 
current 
overpayments 
process, including 
process 
documentation, to 
outline gaps. We will 
submit this review to 
the Council and work 
to close gaps/ 
remediate issues 
together. This can 
inform the ‘Leavers’ 
workstream of the 
Starters, Leavers and 
Movers (SLaM) 
project.  

Payroll Manager, 
Capita Belfast, HR 
Solutions 
 

31/07/2021 
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14 Finance Global Design Principles Control Mapping 
Non-Schools Payroll 

01/05/2021 2 Document retention 
 

We will ensure the 
Payroll team have 
read-only access to 
all data within the 
CRM system for 
audit purposes.  

Senior IT 
Consultant, HR 
Solutions, Capita 

 

31/07/21 

15 Finance Global Design Principles Follow-Up: 
Accounts Payable 

01/06/2021 1a There was no formal 
risk assessment to 
inform homecare 
invoice validation 
approach by Adults 

a. A risk assessment 
of homecare billing 
arrangements 
covering homecare 
providers using and 
not using CM2000 
will be completed to 
inform decisions on 
future invoice 
validation controls in 
the Service.   

Head of Care 
Quality, Adults & 
Health - Care 
Quality & 
Performance 
Assistant Director 
Community & 
Performance, 
Interim Head of 
Integrated Care 
Quality, Care 
Quality Service 
Manager- Home & 
Community 
Services and 
Supported Living, 
Head of Finance: 
Exchequer  

01/07/2021 

16 Finance Global Design Principles Follow-Up: 
Accounts Payable 

01/06/2021 2a Dual authorisation 
report was no 
identifying purchase 
orders below £1m 
which were 
subsequently to 
above £1m. One Dual 
Authorisation form 
not completed for 
such purchase order. 

a. Finance will 
ensure that a dual 
authorisation 
template is 
completed for this 
transaction. 

Head of Finance: 
Exchequer 

1/07/2021 
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17 Finance Global Design Principles Follow-Up: 
Accounts Payable 

01/06/2021 2b Dual authorisation 
report was no 
identifying purchase 
orders below £1m 
which were 
subsequently to 
above £1m. One Dual 
Authorisation form 
not completed for 
such purchase order. 

b. Finance will 
investigate why the 
dual authorisation 
form was not 
completed in this 
one instance noted 
during the audit. The 
reporting template 
design will be 
reviewed to ensure 
that it identifies all 
purchase orders 
(POs) above £1m, for 
example, should POs 
initially below the 
£1m limit be 
subsequently 
increased to above 
the £1m limit. 

Head of Finance: 
Exchequer 

1/07/2021 

18 Finance Global Design Principles Follow-Up: 
Accounts Payable 

01/06/2021 2c We noted during the 
testing of ControCC 
payments that the 
Executive Director for 
Children’s Services 
(Director of 
Children’s Services) 
Scheme of Delegation 
did not include 
financial 
authorisation limits 

c. The Children’s 
Service Scheme of 
Financial delegation 
will be updated to 
clarify the relevant 
financial 
authorisation limits. 

Head of Finance: 
Exchequer 

1/07/2021 
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19 Finance Global Design Principles Follow-Up: 
Accounts Payable 

01/06/2021 2d The list of manual 
upload approvers had 
not been updated to 
reflect the £1m 
authorisation limit 
associated with the 
Director of Adult 
Social Care.  

d. The list of 
approvers in the 
BACS Manual 
Payment Upload 
Process v2.6. will be 
reviewed to ensure 
that it is up to date. 
In particular, the 
£500k limit 
stipulated for the 
Director of Adult 
Social Care will be 
updated to £1m in 
line with the Adults 
and Health Scheme 
of Financial 
Delegation. 

Head of Finance: 
Exchequer 

1/07/2021 
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20 Finance Global Design Principles Follow-Up: 
Accounts Payable 

01/06/2021 3a The process for 
creating and updating 
suppliers in Integra is 
governed by the New 
Supplier and Supplier 
Amendment Process 
V1. The procedure 
document at 
paragraph 4.1 still 
refers to the historic 
manual process for 
creating vendors 
which is outdated as 
it has now been 
replaced by the 
automated E-Form 
process. 

a. Responsibility for 
the update of The 
New Supplier and 
Supplier 
Amendment Process 
V1 – either LBB 
Finance or CSG 
Procurement - will 
be clarified. The New 
Supplier and 
Supplier 
Amendment Process 
will be updated to 
refer to the 
automated E-Form 
process. References 
to the historic 
manual process for 
creating vendors will 
be removed.  

Head of Finance: 
Exchequer / 
Managing 
Consultant, Capita  
Procurement 
Solutions, 
depending on the 
decision clarifying 
responsibility for 
the update of  
the above 
procedure 
document. 

1/07/2021 

21 Finance Global Design Principles Follow-Up: 
Accounts Payable 

01/06/2021 3b Web checks were not 
completed and  
suppliers were not 
contacted for 
supplier name  
and contact detail 
changes. 

b.  AP checks will be 
completed in full in 
line  
with the New 
Supplier and 
Supplier  
Amendment Process 
V1 for all suppliers.  
Evidence of all 
checks will be 
retained. 

Masterdata Team 
Leader,  
Accounts Payable 
Shared Services, 
Capita Local  
Public Services 

1/07/2021 
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22 Finance Global Design Principles Follow-Up: 
Accounts Payable 

01/06/2021 3c A vendor change 
request was routed 
directly to CST for 
update instead of AP 
first for review. 

c. CST will be 
reminded to reject 
supplier  
creation or supplier 
change requests  
which do not follow 
the automated 
vendor  
E-Form route and 
refer them back to 
the  
requestor. Where 
changes cannot be  
made through the 
automated E-Form 
route, the request 
will be referred to 
CSG  
AP for review and 
challenge. CSG AP 
will  
then send the 
request to CST for  
processing in 
Integra.  
c. Note: CSG AP have 
suggested that the  
Council sends the 
request to CST who  
then refer the 
request to CSG AP 
for  
approval before 
action is taken. 

Masterdata Team 
Leader,  
Accounts Payable 
Shared Services, 
Capita Local  
Public Services 
 
Corporate 
Applications 
Manager  
 

Target 
date: 1 July 
2021 
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23 Finance Global Design Principles Follow-Up: Cash 
and Bank 

28/06/2021 1a Bank listing and bank 
authorised signatory 
lists 

a. The Council’s 
schedule of bank 
accounts will be 
updated to include 
all Council bank 
accounts, in this 
instance the Pension 
Fund contribution 
bank account. 

Assistant Finance 
Manager – Cash & 
Banking 

 

24 Finance Global Design Principles Follow-Up: Cash 
and Bank 

28/06/2021 1b Bank listing and bank 
authorised signatory 
lists 

b. The Main bank 
authorised signatory 
list will be updated 
to record all relevant 
bank accounts. 

Assistant Finance 
Manager – Cash & 
Banking 

01/08/2021 

25 Finance Global Design Principles Follow-Up: Cash 
and Bank 

28/06/2021 1c Bank listing and bank 
authorised signatory 
lists 

c. The Main bank 
authorised signatory 
list will be reviewed 
to ensure that the 
authorised 
signatories relevant 
to each bank 
account are up to 
date. Specifically, 
those officers who 
are no longer 
authorised 
signatories, for 
example leavers, will 
be removed from 
the list and from the 
records held at the 
bank. 

Assistant Finance 
Manager – Cash & 
Banking 

01/08/2021 
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26 Finance Global Design Principles Follow-Up: Cash 
and Bank 

28/06/2021 2a Integra and PAY360 
reconciliations 

a. The Pay360 / 
Integra 
reconciliation 
spreadsheet will be 
populated with all 
relevant amounts to 
ensure a 
reconciliation of all 
PAY360 import files 
to Integra. The 
reconciliation 
between PAY360 
and Integra will be 
undertaken 
consistently, 
including for the 
Pay360 Cashiers’ 
import files. 
Management will 
review the 
reconciliation to 
ensure that it is 
being done 
consistently and 
correctly. 

Assistant Finance 
Manager – Cash & 
Banking 

 

27 Finance Global Design Principles Follow-Up: Cash 
and Bank 

28/06/2021 3a Integra Cash 
Management module 
system user access 

a. A review of CMS 
user access will be 
undertaken to 
ensure that only 
users who require 
access to this 
module in terms of 
their Council roles 
will have access.  
 
 

Consultant 
Systems 
Accountant - 
Finance 

01/08/2021 
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28 Finance Global Design Principles Follow-Up: Cash 
and Bank 

28/06/2021 4a Bank reconciliations a. The New Park 
House book bank 
balance will be 
maintained 
accurately and will 
be reconciled to the 
bank statement 
monthly. The 
difference between 
the Imprest book 
balance and the 
bank statement 
balance will be 
resolved. 

Assistant Finance 
Manager – Cash & 
Banking 
Registered 
Manager Meadow 
Close 

01/08/2021 

29 Public Sector Equality Duty compliance  01/09/2018 2d Equalities policies 
and published 
information 
(operating 
effectiveness) 
If equalities policies 
and supporting 
documentation are 
not up to date and 
regularly reviewed, 
staff and residents 
may not be aware of 
the current equalities 
position at the 
Council, or of any 
requirements they 
need to meet to 
support the Council 
to meet the 
requirements of the 
PSED. 

d) The Staff 
Equalities Statement 
will be reviewed and 
updated as 
necessary, and 
version control 
information will be 
retained within the 
document including 
a schedule for future 
reviews. The review 
will include clearly 
identifying roles, 
responsibilities and a 
schedule for 
ensuring that the 
equalities action 
monitoring 
described in the 
document is carried 
out. 

EDI Lead 31/07/2019 
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Appendix A: Key performance indicators (KPIs) 

 

 

KEY:  

Fully Achieved  

Partially Achieved  

Not Achieved  

N/A  

 

 

KPI Target Results Comment 

 
1. % of Plan delivered  

Narrative: 

The target for the year is usually 
95% delivery by year end however 
this year we only set a six month 
plan. We have delivered 83% of 
that six month plan.  

 

95% 83% 

Work in progress is incorporated as follows: 

Not Started  0% 

Planning  20% 

Fieldwork  50% 

Draft Report  90% 

Complete  100% 

Applying these %s to work in progress shows 
that we have delivered 83% of our plan for Q1 
and Q2. 

 

Up to 50% = Not Achieved 

51% - 94% = Partially Achieved 

95% = Fully Achieved 

 
2. Verification that at least 

90% of Critical and High 
Risks have been 
mitigated by management 
at the time of follow up  

 
 

90% 44*% 

0-49% = Not Achieved 

50-89% = Partially Achieved 

90% = Fully Achieved 

 

* In Q2 the figures include a high number of 
actions for Danegrove school. With these 
actions removed, the implementation rate was 
70%. 

 
3. Average customer 

satisfaction score for 
year to meet or exceed 
acceptable level for at 
least 85% of completed 
surveys  

 
 

 

85% N/A% 

0-49% = Not Achieved 

50-84% = Partially Achieved 

85% = Fully Achieved 

 

Note: no customer satisfaction survey 
responses received yet this year.  

Overall KPI 
summary

KPI 1

KPI 2

KPI 3
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4. % of reports year to 

date achieving:  
 
 

•Substantial  

•Reasonable  

•Limited  

•No Assurance  

•Partially Implemented 

•N/A 

 
 

N/A 

 

 

 

4% 

46% 

7% 

4% 

7% 

32% 

 

 

 

 

 

 

 

Assurance Ratings

Substantial

Reasonable

Limited

No

Partially
Implemented

N/A
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Summary 

 
The Internal Audit Plan has been formulated in consultation with the Council Management 
Team and with reference to the Council’s risk registers.  
 
In line with the approach endorsed by the Institute of Internal Audit (IIA), The Head of 
Internal Audit did not draft a full year Internal Audit plan for 2021/22. This was to enable the 
internal Audit Team to be responsive to requests from the Council in these times of 
continued uncertainty and changes to Council service delivery in response to emerging 
from the pandemic.  
 
In April the Committee received a plan for Q1 and Q2 which was approved by the 
Committee. This report outlines an indicative internal audit plan for the second half of the 
year (Quarters 3 and 4) that incorporates: 
 

• Completion of ongoing work on the 2021/22 (Q1 & Q2) audit plan 
• Priority audits for Q3 and Q4  

 

 

Audit Committee 
 

15th December 2021 
  

Title  
Internal Audit Plan 2021-22  
(Q3 and Q4) 

Report of 
Executive Director of Assurance  
Head of Internal Audit 

Wards N/A 

Status Public 

Urgent No 

Key Yes 

Enclosures                          Appendix A - Internal Audit Plan 2021-22 (Q3 & Q4) 

Officer Contact Details  

Caroline Glitre, Head of Internal Audit 
caroline.glitre@barnet.gov.uk 

020 8359 3721 
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Updates against the evolving plan and its delivery will be given to the Audit Committee at 
each meeting during 2021/22.  
 

 

Recommendations  
1. That the Committee approves the Internal Audit and Annual Plan for Q3 and Q4 

of 2021-22 as highlighted in appendix A 

 
 
1. WHY THIS REPORT IS NEEDED  
 
1.1 The Audit Committee’s role in receiving the Internal Audit Q3 &Q4 Plan for 

2021-22 is to consider and approve the planned programme of work. 
 
 

2. REASONS FOR RECOMMENDATIONS  
 
2.1 Compliance with the Public Sector Internal Audit Standards. 

 
3. ALTERNATIVE OPTIONS CONSIDERED AND NOT RECOMMENDED 

 
3.1 Not relevant. 

 
4. POST DECISION IMPLEMENTATION 

 
4.1 The Internal Audit Q3 & Q4 Plan will be delivered and progress against the plan 

reported to the Audit Committee at future meetings throughout the year. 
 

5. IMPLICATIONS OF DECISION  
 

5.1 Corporate Priorities and Performance 
5.1.1 All internal audit planned activity is aligned with the Council’s objectives set out 

in the Corporate Plan 2021-2025, and thus supports the delivery of those 
objectives by giving an auditor judgement on the effectiveness of the 
management of the risks associated with delivery of the service. 

 
5.1.2 A comprehensive Internal Audit Plan is essential to giving an annual Internal 

Audit Opinion on the internal control environment (ICE) which is fundamental 
for the achievement of all of the Council’s objectives. This opinion forms an 
integral element of the Annual Governance Statement.   

 
5.1.3 The Council has a responsibility to protect the public purse through proper 

administration and control of the public funds and assets to which it has been 
entrusted. 
 

5.1.4 In line with the Council’s Corporate Plan priorities, Customer Services will be a 
theme underpinning the plan and will be picked up as a scope area in 
appropriate audits throughout the year e.g. Council Tax and Trade Waste. 
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5.2 Resources (Finance & Value for Money, Procurement, Staffing, IT, 

Property, Sustainability) 
5.2.1 This Plan, by being based on the risks of the organisation, will ensure the 

appropriate allocation of resources to those areas that require audit review and 
assurance. 
 

5.2.2 In addition, the follow-up of audit recommendations will ensure that a positive 
culture of internal control is achieved. 

 
5.2.3 The proposed plan is being achieved from Internal Audit & CAFT’s current 

budget. 
 

5.3 Social Value  
 

5.3.1  None in the context of this decision. 
 
 

5.4 Legal and Constitutional References 
5.4.1 The Council’s Constitution (Article 7) sets out the terms of reference for 

Committees.  The responsibilities for the Audit Committee include providing 
“independent assurance of the adequacy of the risk management framework 
and the associated control environment, independent scrutiny of the authority’s 
financial and non-financial performance to the extent that it affects the 
authority’s exposure to risk and weakens the control environment and to 
oversee the financial reporting process. 
 

5.4.2 The Council also has a duty under section 3 of the Local Government Act 1999 
to make arrangements to secure continuous improvement in the way in which 
its functions are exercised, having regard to a combination of economy, 
efficiency and effectiveness. In discharging this overall responsibility, the 
Council is responsible for putting in place proper arrangements for the 
governance of its affairs, facilitating the effective exercise of its functions, which 
includes arrangements for the management of risk. Regulation 6(1)(a) of the 
Accounts and Audit Regulations 2015 requires ‘an authority to conduct a review 
at least once in a year of the effectiveness of its system of internal control and 
include a statement reporting on the review with any published Statement of 
Accounts (England)’. 

 
5.5 Risk Management 
5.5.1 The Plan is based upon the risks of the organisation and supports the 

Council’s risk management system and processes as each internal audit or 
pro-active anti-fraud exercise will either comment on how well risks are 
being managed or how effective the controls to mitigate the risks in the area 
under review are.  

 

5.5.2 Outcomes from internal audits will either confirm effective management of 
risk or suggest areas for improvement.  In addition, this will provide Directors 
with assurances that managers are being effective in managing the risks 
within the service. 
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5.5.3 Internal Audit work contributes to increasing awareness and understanding 
of risk and controls amongst managers and thus leads to improving 
management processes for securing more effective risk management. 

 
5.6 Equalities and Diversity  

5.6.1 Effective systems of audit, internal control and corporate governance 
provide assurance on the effective allocation of resources and quality of 
service provision for the benefit of the entire community. Individual audits 
assess, as appropriate, the differential aspects on different groups of 
individuals to ensure compliance with the Council’s duties under the 2010 
Equality Act. 
 

5.6.2 Organisational Culture will be a new theme underpinning the plan and will 
be picked up as a scope area in appropriate audits throughout the year e.g. 
Data Maturity and Equalities, Diversity & Inclusion (EDI). 
 

 
 
5.7 Corporate Parenting 
 
5.7.1  None in the context of this decision 

 
 

5.8 Consultation and Engagement 
5.8.1 N/A 

 
5.9 Insight 
 
5.9.1 None in the context of this decision 

 
 

6. ENVIRONMENTAL IMPACT 
 
6.1 Not relevant to this report.   

 
 

7. BACKGROUND PAPERS 
 
6.1  Audit Committee 28 April 2021 (Decision Item 8) - the Committee approved 

the Internal Audit and Anti-Fraud Strategy and Annual Plan 2021-22. 

https://barnet.moderngov.co.uk/documents/s64733/Internal%20Audit%20Anti-

Fraud%20Strategy%20and%20Annual%20Plan%202021-22.pdf 
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Clair Green – Executive Director of Assurance 
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Introduction - October 2021

The Institute of Internal Audit (IIA) commented in August 

2020 that ‘The need for an annual plan has diminished, 

internal audit needs to be responsive to stakeholder 

requirements and requests from across the business. By 

putting a 12-month plan in place, we end up making so may 

changes to it that at the end of the 12-months it bears no 

resemblance to the 12-month plan at the beginning of the 

year’. 

Therefore, in 2021/22 we have taken a more flexible 

approach to our operational plan. In April 2021, instead of 

presenting a programme of work for the entire year, which 

may well have been subject to change as the COVID situation 

evolves, we presented a provisional plan for the first 6 

months. 

We are now presenting an indicative plan for Q3 and Q4. The 

indicative plan for the second half of the year incorporates:

• New audits for Q3 and Q4

• Completion of ongoing work on the Q1 and Q2 audits

Risk-Based Plan

The IIA describes assurance mapping as “a tool to ensure key 

risks are assured across your organisation – driving out gaps 

and overlaps in the assurance jigsaw”. We have used this 

approach to help inform where internal audit resource 

should be directed to ensure that duplications of assurance 

activities or gaps in coverage are identified as follows:

• Updating our understanding of the Council’s services via 

engagement with the Senior Management Team and partners;

• Reviewing the corporate risk register;

• Seeking agreement of the plan by CMT and the Audit 

Committee to ensure coverage of the core aspects of the 

Council’s governance and control environment.

In line with the Council’s Corporate Plan priorities, Customer 

Services will continue to be a theme underpinning the plan and 

has already been picked up as part of the Council Tax and Trade 

Waste audits which are in progress from Q1 and Q2. It will also be 

picked up in future appropriate audits. 

Organisational Culture will be a new theme underpinning the plan 

and will be picked up as a scope area in appropriate audits 

throughout the year e.g. Data Maturity and Equalities, Diversity & 

Inclusion (EDI).

In addition, the plan includes Schools audits (which are conducted 

in accordance with a risk-based cycle) and a number of grant 

claim / statutory return reviews.

We have also included contingency days in the plan to enable us 

to be responsive to changes in risks throughout the period, 

respond to the uncertain situation as it evolves, offering 

responsive advice and support to services when they need it. If 

changes are required to the plan in response to any new local or 

national risks, this will be communicated to the Audit Committee 

in a timely manner.
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Q3 and Q4 – 2021/22 plan

Directorate Provisional Audit Title Provisional 

audit days

Finance & Resources Expenses 15

Finance & Resources Investment Appraisal 15

Finance & Resources Project Accounting 20

Finance & Resources COVID Business Grants: Post-Event Assurance – Phase 2 20

Finance & Resources Kickstart Programme 15

Finance & Resources / Growth & 

Corporate Services
QL Housing System (Fixed Assets) 20

Growth & Corporate Services Commercial Rents and Lease Renewals 20

Growth & Corporate Services Community Infrastructure Levy 20

Children’s & Family Services Supporting Families Programme – Payment by Results Q3 and Q4 10

Children’s & Family Services BELS Data Protection / GDPR 15

Children’s & Family Services Schools audits 50
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Q3 and Q4 – 2021/22 plan cont.

Directorate Provisional Audit Title Provisional 

audit days

Environment Highways Health & Safety 20

Environment Green Waste 15

Cross-Cutting Disabled Facilities Grant – risk based audit of processes (Q4) 15

Cross-Cutting EDI Action Plan 20

Cross-Cutting Risk Management 20

Cross-Cutting Data Maturity 20

Cross-Cutting Project Management Toolkit compliance 20

Cross-Cutting Follow-Ups of previous audit actions 75

Cross-Cutting Contingency 100

Total Days Q3 and Q4 – 2021/22 plan 525
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Q1 and Q2 audits still in progress

Directorate Provisional Audit Title Stage

Finance & Resources Council Tax Fieldwork

Finance & Resources IR35 Fieldwork

Finance & Resources VAT Planning

Growth & Corporate Services Estates Compliance Draft Report

Growth & Corporate Services Private Residential Blocks – Fire Safety Planning

Growth & Corporate Services Local Land Charges outputs Planning

Growth & Corporate Services Remote Working Planning

Adults & Health Direct Payments Planning

Environment Trade Waste Fieldwork

Environment Parking – Debt Recovery and Write-Offs Planning

Assurance Premises Licensing and Gambling Planning

Cross-Cutting
Equalities Diversity and Inclusion (EDI) Policy and Action Plan - Development and 

Governance review 
Draft Report

Cross-Cutting Sustainability Strategy Planning

Cross-Cutting Staff Conduct Standards Compliance Planning

Cross-Cutting Disabled Facilities Grant Planning
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Background - General
Corporate Objectives

This plan demonstrate how Internal Audit support the Council 

in achieving its overall aims and objectives whilst maintaining 

the necessary professional standards. 

The Council’s Corporate Plan 2021-25 identifies four priorities:

• Clean, Safe and Well Run

• Family Friendly

• Healthy 

• Thriving

Underpinned by:

• Prevention 

• Equalities

These priorities and considerations will be supported by each 

audit, as applicable.

Officer and Management Responsibilities

For Internal Audit to contribute to the Council’s overall 

achievement of its objectives, it is essential that officers and 

management play a full role in the assurance work undertaken.  

The expectations from management are:

• Strategic level involvement to inform the annual plan;

• Operational level involvement with individual reviews;

• Being open and honest with audit and CAFT staff;

• Making staff and records available when requested;

• Responding to draft reports in the agreed timescale;

• Only accepting recommendations with which they agree, 

and providing timescales for implementation that are 

achievable; &

• Implementing the agreed actions (by the agreed date) 

arising from the reviews.

The responsibility for a sound system of internal control and 

the prevention and detection of fraud rests with management.  

Work performed by Internal Audit and CAFT should not be 

relied upon to identify all strengths and weaknesses in internal 

controls, nor relied upon to identify all circumstances of fraud 

or irregularity.  Those risks identified and recommendations 

raised should be considered in line with the Council’s current 

Risk Management Framework.
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Background - Internal Audit
Internal Audit

Internal Audit provide independent and objective assurance to the 

Council, its Members, the Council Management Team (including the 

S151 Officer) to support them in discharging their responsibilities 

under S151 of the Local Government Act 1972, relating to the 

proper administration of the Council’s financial affairs. 

Internal Audit ensure a positive culture of internal control 

improvement, effective risk management and good governance.  

The purpose, authority and responsibility of the internal audit 

activity are formally defined in the Internal Audit Charter, which will 

be periodically reviewed and presented to senior management and 

the Audit Committee for approval.  Internal audit will be delivered 

and developed in accordance with this Charter.

Internal Audit Service Provision

The Internal Audit service is delivered through a mixed economy 

model, which includes an in house team and external provider, 

currently PwC.  

Barnet is the lead borough on the Cross Council Assurance Service 

(CCAS), having run the procurement exercise to award the CCAS 

Framework contract from 1st April 2020 for the provision of internal 

audit, risk management, anti-fraud and advisory services. We work 

closely with numerous other London Boroughs (including Barking & 

Dagenham, Enfield, Hammersmith & Fulham, Royal Borough of 

Kensington & Chelsea, Lambeth, Waltham Forest and Westminster), 

as well as other authorities nationally.

The vision for CCAS is to support participating boroughs in creating 

an optimised assurance service that enables each organisation to 

manage risk more effectively, improve service agility and the ability 

to deliver more for less. 

Being a part of this framework enables us to: 

• work more closely with a number of other London Boroughs and 

public sector bodies nationally, sharing expertise, knowledge and 

working practices to further enhance the efficiency and 

effectiveness of the service; 

• develop a platform to harmonise working practices and audit 

processes and enhance the skills and capacity of the in house 

teams to deliver a greater proportion of internal audit work and 

to share audit activity and resource planning; 

• develop our Data Analysis skills; and

• provide income to Barnet via a 1% contract management fee. 

Managed Audit Approach

Internal Audit are committed to the managed audit approach, which

ensures joining up with External Audit to make the best use of

resources and to avoid duplication of effort
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Performance Indicators - Internal Audit

Performance Indicator Target Reporting frequency

% of Plan delivered Based on 95% complete 

of those due in quarter

Quarterly

Verification that Critical, High and Medium Risks have been mitigated by 

management at the time of follow up

90% Quarterly

% of reports year to date achieving: 

• Substantial

• Reasonable

• Limited

• No Assurance

• Partially Implemented

• N/A

N/A Quarterly

Average customer satisfaction score for year to meet or exceed 

acceptable level for at least 85% of completed surveys

85% Exception basis  - if not 

met

The service has a number of performance indicators in place to assess whether performance is effective and efficient.
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Summary 

This report covers the period 1st July – 30th September 2021 and represents an up-to-date 

picture of the work undertaken by Corporate Anti-Fraud Team (CAFT) during that time 

 

Officers Recommendations  

1. That the Committee note the CAFT Progress Report covering the period  
1st July – 30th September 2021 

 
 
 

 

Audit Committee 

 

15 December 2021   

Title  
Corporate Anti-Fraud Team (CAFT) 

Q2 Progress Report 2021-22 

Report of Executive Director Assurance  

Wards All 

Status Public 

Urgent NO 

Key NO 

Enclosures                          Appendix 1 -  CAFT Q2 Progress Report 

 1st July – 30th September 2021 

Officer Contact Details  

Clair Green 

Executive Director Assurance 

clair.green@barnet.gov.uk 0208 359 7791 
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1. WHY THIS REPORT IS NEEDED  
 
1.1 The Audit Committee included in the work programme for 2021/22 that a quarterly report    

on the work of the Corporate Anti-Fraud Team is produced to this meeting.   
 

 
2. REASONS FOR RECOMMENDATIONS  

 
2.1 To agree and accept the Q2” report 

 
 

3. ALTERNATIVE OPTIONS CONSIDERED AND NOT RECOMMENDED 
 

3.1 None 
 
 

4. POST DECISION IMPLEMENTATION 
 

4.1 Any decisions will be agreed implemented and logged for future audit committee 
 
 

5.       IMPLICATIONS OF DECISION  
 

5.1      Corporate Priorities and Performance 
5.1.1  The Council has a responsibility to protect the public purse through proper administration 

and control of the public funds and assets to which it has been entrusted. The work of the 
Corporate Anti-Fraud Team (CAFT) supports this by continuing to provide an efficient 
value for money anti-fraud activity that is able to investigate all referrals that are passed 
to them to an appropriate outcome. They offer support, advice and assistance on all 
matters of fraud risks including prevention, fraud detection, money laundering, other 
criminal activity, and deterrent measures, policies and procedures. The aim of the team is 
to deliver a cohesive approach that reflects best practice and supports all council’s 
corporate priorities and principles. 

 
5.2 Resources (Finance & Value for Money, Procurement, Staffing, IT, Property, 

Sustainability) 
5.2.1 The structure and budget that CAFT operate within has proven successful and provides 

sufficient resource and commitment that is required to carry out an effective anti-fraud 

service and deliver the key objectives as set out within the strategy. 

 
4.2 Social Value  

 
4.2.1  N/A 

 
 

5.3     Legal and Constitutional References 
5.3.1 Under Section 151 of the Local Government Act 1972 the Council has a statutory 

obligation to ensure the protection of public funds and to have an effective system of 
prevention and detection of fraud and corruption.  
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5.3.2 The Council’s Constitution outlines in article 7 - The Audit Committee’s terms of 
reference, details the functions of the Audit Committee including:  

5.3.3 To monitor the effective development and operation of the Council’s Corporate Anti-
Fraud Team 

 
5.4  Risk Management 
5.4.1 The on-going work of the CAFT supports the council’s risk management strategy and 

processes. Where appropriate, outcomes from our investigations are reported to both 
Internal Audit and Risk Management to support their on-going work and to assist in either 
confirming effective anti-fraud controls and or suggested areas for improvement. 
 

5.5 Equalities and Diversity  
5.5.1 Pursuant to section 149 of the Equality Act, 2010, the council has a public-sector duty to 

have due regard to eliminating unlawful discrimination, harassment, victimisation and any 
other conduct that is prohibited by or under the Act; advancing equality of opportunity 
between those with a protected characteristic and those without; promoting good 
relations between those with a protected characteristic and those without.  The, relevant, 
‘protected characteristics’ are age, disability, gender reassignment, pregnancy and 
maternity, race, religion or belief, sex, sexual orientation.  It also covers marriage and 
civil partnership with regard to elimination discrimination 
 

5.5.2 Effective systems and policies relating to anti-fraud provide assurance on the effective 
allocation of resources and quality of service provision for the benefit of the entire 
community. 

 
5.6 Corporate Parenting 
5.6.1  N/A 
 
5.7 Consultation and Engagement 
5.7.1 None 
 
5.8 Insight 
5.8.1 N/A 

 
6. ENVIRONMENTAL IMPACT  

 
6.1 None in the context of this report.  

 
7. BACKGROUND PAPERS 

 
7.1      Delegated Powers Report (ref: BT/2004-05 -2 March 2004) - The Corporate Anti-Fraud 

Team (CAFT) was launched on 7th May 2004.  
 
7.2      Audit Committee 16th July 2019 (Decision item 14) the Audit committee included in the 

Committee Forward Work Programme that quarterly progress report on the work of the 
Corporate Anti-Fraud Team be produced to this meeting. 
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Appendix 1 

 
 
 
 
 
Corporate Anti-Fraud Team (CAFT)  
Progress Report:  
1 July 2021 – 30 September 2021 
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EXECUTIVE SUMMARY 
This report is to provide a summary on the outcome of all CAFT work undertaken during 1 July 2021 to 30 

September 2021 and represents an up-to-date picture of the work undertaken, including CAFT progress 

and outcomes set against the objectives as set out in our annual strategy and work plan. 

All CAFT work is conducted within the appropriate legislation and through the powers and responsibilities 

as set out within the financial regulations section of the Council’s constitution. CAFT supports the Chief 

Finance Officer (and Section 151) Officer in fulfilling their statutory obligation under section 151 of the Local 

Government Act 1972 to ensure the protection of public funds and to have an effective system of 

prevention and detection of fraud and corruption. It supports the Council’s commitment to a zero-tolerance 

approach to fraud, corruption, bribery, and other irregularity including any Money Laundering activity.   

This last year has been subject to the working conditions brought about by the Covid-19 pandemic, which 

saw CAFT officers work from home and, for large parts of the year, being unable to carry out formal PACE 

interviews, take witness statements or visit suspected offenders in their home addresses.  Because of this 

CAFT has had to carry out more “desk based” investigations and duties and modify the way it works to 

engage with the members of the public. In addition to this the UK Courts suspended cases being heard and 

prioritised only the most serious cases where hearings were essential. 

As the Covid-19 restrictions begin to lift, CAFT are slowly returning to business as usual and have 

recommenced carrying out home visits and face to face interviews, both in the community and in the 

dedicated interview rooms in Colindale. 

Despite these challenges the Corporate Fraud Team investigated 72 cases of alleged fraud. These 

investigations resulted in 2 civil recovery cases within the Direct Payments department to the value of 

£22,193.71, 4 Covid Grants being denied to the value of £40,000 as well as several recovery cases within 

the Council Tax department. 

CAFT continue to work closely with the Finance unit to offer assurance against the Covid-19 Grant scheme 

and are currently undertaking both pre-payment checks and a post assurance exercise, to confirm that 

funds were paid correctly. 

The Concessionary Travel Fraud Team has investigated 162 cases of alleged Blue Badge misuse, Blue Badge 

Fraud, parking permits fraud and Fraudulent appeals relating to penalty charge notices (PCNs). These 

investigations resulted in 10 Cautions being administered and 26 warning letters. There are several cases 

that are currently being progressed to formal interviews and legal actions, now that Covid-19 restrictions 

have eased, with 3 cases currently with our legal services awaiting prosecution action.  

The team has also put in a place a new working protocol with Parking Services to ensure that every PCN, 

issued against a Blue Badge and subsequently appealed, has assurance that the badge was not being 

misused in the first instance.   

The Tenancy Fraud team has continued to work in challenging conditions this quarter, however they have 

still investigated 217 cases of alleged Tenancy Fraud.  They were responsible administering 1 Caution for 

illegal subletting and preventing 7 Right to Buy applications due to the applicants not being eligible to 

purchase under the scheme. In addition to this Tenancy fraud officers recovered 4 properties this quarter 

saving on temporary accommodation costs and bringing those properties back into the Council’s Housing 

Stock. Other cases continue to progress, with 6 cases currently with legal services awaiting Prosecution 

action through the courts and 3 cases that are currently with legal services awaiting Civil Recovery Action. 
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There have been 17 Financial (Proceeds of Crime) Investigations carried out this quarter resulting in 2 

confiscation awards totalling £146,623.80 and the successful recovery of £21,872.25. Further to this, 2 

POCA cases have concluded resulting in confiscation amounts totalling £263,002,70 being fully paid, of 

which LBB is due to receive £45,614.53 after the incentivisation amounts and share agreement amounts in 

place have been deducted.  

In addition to the specialist Financial investigative role, CAFT continue to provide advice and support to 

every aspect of the organisation including its partners and contractors.  This advice varies between fraud 

risk, prevention and detection, money laundering and other criminal activity as well as misconduct and 

misuse of public funds.  Some of the matters will progress to criminal investigation and others will not, but 

in all cases appropriate actions, such as disciplinary or recovery action is taken.  It is this element along with 

the ‘preventative – deterrent’ nature of the CAFT work that is hard to quantify statistically but where 

possible we have done so in the performance indicators section of this report.  

National Fraud Initiative data matching exercises  

The National Fraud Initiative (NFI) is an exercise that matches electronic data within and between public 

and private sector bodies to prevent and detect fraud and error. Barnet has a statutory duty as do all local 

authorities to take part in this national exercise and as a result Barnet submitted a number of data sets to 

the Cabinet Office for matching against other public-sector data sets. In March 2021 this matching process 

returned 119 separate reports containing a total of 10,163 matches to Barnet. The process of working 

through these matches is that some are given out to the relevant service areas to update their systems with 

any potential anomalies, and some are dealt with within the CAFT team, for example Housing Tenancy 

matches, Blue Badge matches and any that relate to internal Fraud such as Payroll and Procurement 

matches. This work is still in progress. The Cabinet Office allows 18 months for the exercise to be completed 

with results being compiled and reported every 6 months. 

Despite the impact of the Covid-19 pandemic, we are confident that CAFT will continue to provide an 

efficient value for money counter fraud service and has demonstrated that it is able to successfully 

investigate all types and levels of fraud referrals to an appropriate outcome.    

 

Other information reported as per requirements of policy. 

Number of requests authorised for surveillance in 
accordance with Regulation of Investigatory Powers 
Act 2000 (RIPA). 

1 this Quarter. This statistic is reported for information 
purposes in accordance with our policy and statistical 
return to the Office of Surveillance Commissioners. 

  

Number of referrals received under the council’s 
whistleblowing policy. 

0 this Quarter 
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There have been 72 cases dealt with in Quarter two of 2021-22 relating to Fraud against services provided by 

the Council or within Service Areas  

48 cases carried forward from Quarter one 24 New referrals received in quarter two 

38 cases were closed in quarter two  34 on-going investigations 

 

New Referrals received in Quarter 20

 

 

Closed cases in Quarter 2     4  Applications denied  

 4 Covid-19 Business Grants denied (£40,000 potential 

Fraud prevented) 

8 Civil Recovery 

 4 Single Person discounts (SPD) removed from Council Tax 

accounts resulting in £9,465.35 being recovered  

 2 relate to Council Tax Reduction Scheme (CTRS) 

(£1,651.82 to be recovered) 

 2 relate to Direct Payments (£22,193.71 to be recovered)  

1 Service Refused relating to the refusal of Direct Payments 

for a period of 13 weeks which resulted in a cost saving to the 

Council of £11,255.79 * refer to noteworthy cases                   

 

10  Insufficient Evidence 

7  No Fraud 

 7 Referred to DWP 

 1  Fraud Proven  

0

2

4

6

6

4

3 3

2 2

1 1 1 1

Service Area Referral relates to

CORPORATE FRAUD 

 

25% of new fraud referrals into the Corporate 

Fraud Team related to Council tax, for 

example Single Person Discount and Council 

Tax Reduction Scheme (CTRS) 

 

No Fraud, 7

Insufficient 
Evidence, 

10Application 
Denied, 4

Civil 
Recovery, 8

Referred to 
DWP, 7

Public 
Interest 
Test, 1

Service 
Refused, 1

Case Outcomes
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On-going investigations 

 

 

National Fraud Initiative (NFI) 

There were 15 reports types relating to potential Corporate Fraud including payroll, procurement and Covid 

grants in the current NFI exercise. These reports contained 149 matches. Of these matches, 13 relate to 

Procurement where further enquires are being made, 75 relate to Payroll which are being further investigated, 

61 relate to Covid-19 grants and information is being requested with the assistance of the Business Rates team. 

 There were a further 9 reports containing 4,738 matches that relate to creditors such as duplicate invoices 

matched by invoice number or other data sets. These are currently being processed by CAFT and any matches 

that require further investigation will be reported within the investigation section of the quarterly reports.  

In addition to the above there are 25 reports relating to Council Tax Reduction Scheme (CTRS) containing 2,247 

CTRS matches, of which 102 have been processed by CAFT resulting in 15 remaining under investigation. 

 The remaining matches are being processed by the Benefits Team. There are a further 22 reports containing 903 

Housing Benefit matches that are being dealt with by the benefits team and 5 reports containing 179 Pensions 

matches which will be dealt with by the Pensions Team. Any matches that require further investigation that are 

looked at by other service areas, will be referred to CAFT to investigate.  

 

 

 

 

 

 

Covid-19 Grants, 
6

Council Tax 
(CTRS), 2

Planning, 2

Adults Social Care, 
6

Council Tax (SPD), 
4

Illegal Eviction, 1

Street Scenes, 6

Assurance (External 
Contract)

Care quality & 
Performance, 1

AREAS OF INVESTIGATION FOR ON-GOING CASES
6 Covid-19 Grants 

6 Adult Social Care  

6 Street scenes 

4 Council Tax (SPD) 

2 Council Tax (CTRS) 

2 Planning 

2 Public Health & Prevention 

1 Care Quality & Performance 

1 Barnet Homes 

1 Illegal Eviction 

1 Programmes Performance & 

Risk 

1 Assurance (External Contract) 

1 Growth, Development & 

Economy 
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Noteworthy Corporate Cases 

Case 1 – A referral was received from the Direct Payments team alleging that family members had intentionally deprived 

their grandmother (the service user) of her capital in order to receive full funding from The London Borough of Barnet. 

After the family were advised of the Council’s charging policy, they purchased a car to the value of £24,000 which ensured 

that the service users funds fell below the upper capital threshold meaning that she would receive the full care package. 

The CAFT investigation assisted the Direct Payments team to ensure that the funds used to purchase the car were taken 

into consideration when making the financial assessment and the Direct Payment service was refused for a period of 13 

weeks until such time that the capital held was depleted. This resulted in a cost saving to the Council of £11,255.79. 

Case 2 – Mrs x had made an application to the London Borough of Barnet for Financial assistance for her mother’s care. 

The CAFT investigation found that she had failed to declare her parent’s savings held in an offshore bank account. The 

savings held meant that her mother was not entitled to the full cost of care provided and resulted in £4,623.43 being 

identified as wrongfully paid by the Council due to the failure to declare her mother’s true circumstances. This amount is 

currently being recovered.  The investigation has also prevented further costs that potentially could be paid out wrongfully 

as the service user is required to pay for the majority of her own care provision using funds held abroad.  

Case 3 – An application for a Covid-19 small Business Grant had been received in relation to a Business in the Borough. The 

CAFT investigation identified that the business had ceased trading from the premises a year prior to the application for a 

grant. The grant application with LB Barnet was denied resulting in a saving of £10,000 to the Council. The same applicant 

had also made an application for a grant in the London Borough of Kingston and successfully obtained £10,000 to which he 

was not entitled. As part of a joint investigation between LB Barnet and LB Kingston, the £10,000 paid out was successfully 

recovered. 

There were 3 further covid grant cases with similar outcomes. 
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This section details the investigation of Blue Badge Misuse, Blue Badge Fraud, Parking permits fraud and fraudulent appeals 

for Penalty Charge Notices (PCN’s).  Blue Badges can only be used by the named badge holder, or by a person who has 

dropped off or is collecting the badge holder from the place where the vehicle is parked. It is a criminal offence for anyone 

else to use a Blue Badge in any other circumstances.  

There have been 162 cases dealt with in Quarter two of 2021-22 relating to Concessionary Travel Fraud  

101 cases carried forward from quarter one  61   New referrals received in quarter two 

87   cases were closed in quarter two   75  on-going investigations 

 

New Referrals received in Quarter 2 

 

 

8 Blue Badges were seized from offenders 
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CONCESSIONARY TRAVEL FRAUD 

 

 

29.5% of referrals in quarter 2 related to the 

use of stolen and counterfeit Blue Badges and 

21.3% related to the use of cancelled, expired, 

and deceased persons badges and 16.4% 

related to PCN Appeals and application Fraud   

32.8% relate to Blue Badge misuse, this is 

where a valid badge is being misused in the 

holder’s absence by someone known to them 

There was an increase of 14 referrals relating 

to stolen badges compared to quarter 1, this is 

partly as a result of pro-actively reviewing 

Penalty Charge Notice appeals made using a 

Blue Badge.  
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Closed cases in Quarter 2   Outcomes 

10 Cautions 

 * refer to noteworthy cases                   

 

26 Warning Letters 

 

* Where the circumstances of the misuse are such that criminal 

sanction is not appropriate, an example would be a badge holder 

using their own expired badge whilst waiting for a new badge to be 

issued 

42  Insufficient Evidence 

8 No Fraud 

 

On-going investigations 

 

National Fraud Initiative (NFI) 

There were 9 reports relating to Concessionary Travel in the current NFI exercise totalling 1,225 matches.  1,174 

of these matches have been processed by CAFT. As a result of these matches, 669 Blue Badges were cancelled 

due to the badge holder being deceased. A further 3 blue badges were cancelled as the customer also held a 

badge from another Local Authority. The cancellation of these badges represents a saving of £384,675. The 

Cabinet Officer calculates this as each blue badge has financial value of £575. 

 51 cases remain under review or are pending further enquiries 

Noteworthy Concessionary Travel Cases 

Simple Cautions (previously known as Formal or Police Cautions)  

The aims of the simple caution scheme are:  

To offer a proportionate response to low-level offending where the offender has admitted the offence;  
To deliver swift, simple, and effective justice that carries a deterrent effect.  
To record an individual’s criminal conduct for possible reference in future criminal proceedings or in criminal 
record or other similar checks.  
To reduce the likelihood of re-offending.  

PCN Appeals, 30

BB Stolen, 16

BB Misuse, 13

BB Cancelled, 4

BB Deceased, 4

BB Counterfeit, 3

BB Expired 
Badges, 3 BB Application 

Fraud, 2

AREAS OF INVESTIGATION FOR ON-GOING CASES

42

10

26

8

Insufficient evidence Caution

Warning Letter No Fraud

30 PCN Appeals 

16 BB Stolen 

13 BB Misuse 

4 BB Cancelled 

4 BB Deceased 

3 BB Counterfeit  

3 BB Expired Badges 

2 BB Application Fraud 

 

 

 

3 cases are currently with 

Legal services awaiting 

prosecution action. 2 relate 

to the use of a deceased 

persons badge and 1 

relates to the use of a 

counterfeit badge 
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To increase the amount of time police/investigation officers spend dealing with more serious crime and reduce 
the amount of time officers spend completing paperwork and attending court, whilst simultaneously reducing 
the burden on the courts.  
 
Case 1- Mr A was found to be using his daughters disabled badge whilst she was at the day centre, when 

approached and questioned by CAFT officers Mr O stated that he had used it as he was late for work. Mr O was 

interviewed under caution at the road side and gave a full admittance to misusing his daughters badge, given 

the circumstances of the case and Mr O’s full admission it was deemed that the matter was best resolved by 

way of a formal caution being administered. 

Case 2- Miss B was found to be using a blue badge issued by the London Borough of Hackney. The badge holder 

was not present with her when she was using the badge, as a result Miss M was cautioned and interviewed at 

the road side, during which she confirmed that the badge holder was not present and that she was therefore 

misusing the badge, given that this was Miss M’s first offence of this nature and she had fully admitted to the 

misuse the matter was concluded by way of a formal caution being administered. 

A further eight cautions were administered this quarter with similar circumstances  

TENANCY FRAUD 
The Tenancy Fraud team prevent, identify, investigate, deter, and sanction persons that commit Tenancy Fraud 

in Barnet, ensuring a maximum return of properties back to the Council and Social Housing Partners where 

Tenancy Fraud has been proven.  

There have been 217 cases dealt with in Quarter 2 of 2021-22 relating to Tenancy Fraud 

 96 cases carried forward from quarter one   76 New Fraud referrals received in quarter two 

45 Right to buy applications for verification  127 Cases were closed in quarter two  

90 on-going investigations 

 

New Referrals received in Quarter 2 

 
 

   

 

 

 

The level of new referrals remains consistent with 

the last quarter, in particular a large number of 

Right to Buy applications 

New referrals this quarter were most prevalent in 

Edgware, Colindale & Burnt Oak wards with 35.5% 

of new cases 

107



As a result of CAFT investigations seven 

right to buy applications were stopped 

resulting in the properties being retained 

in council housing stock.  Had the 

purchases been allowed to continue, LB 

Barnet would have offered a discount of 

£112,800 on each property. This equates 

to the authority retaining an asset value 

of £789,600.   

 

One Caution was administered in quarter 

two and the property was recovered *see 

noteworthy 

Four properties (1 bed, two 2 beds & 3 bed) 

were recovered during Quarter 2. This 

equates to a saving in temporary 

accommodation costs of £57,827.41 

Closed cases in Quarter 2 

 

On-going Investigations 

  

 

 

 

 

  

 

 

 

 

 

   

 

 

 
 

Homeless Application, 8

NFI, 2

Non Residency, 
14

Right To Buy, 19

Sole to Joint, 1

Subletting, 40

Succession, 6

AREAS OF INVESTIGATION FOR ON-GOING CASES 40 Subletting 

19 Right to Buy 

14 Non-residencies 

6 Successions 

8 Homeless Applications 

2 NFI 

1 Mutual Exchange 

6 Cases are currently with legal 

services awaiting Prosecution 

Action through the courts 

3 Cases are currently with legal 

services awaiting Civil Recovery 

Action 

 

1 Property Recovered (Civil Recovery) *see noteworthy 32 investigations closed No Fraud  

2 Properties Recovered (Keys Returned) *see noteworthy 3 Investigations closed Insufficient Evidence 

1 Property Recovered (Tenant given a formal Caution) 1 Housing Application closed as verified 

7 Right to buy applications refused    15 Successions verified 

2 Assignments verified     6 Sole to Joint / Joint to Sole verified 

45 Right to Buy Applications Verified    12 Mutual exchanges verified  
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Taking into consideration the below figures, a calculation can be made which represents the saving to the Public Purse by securing the property back to stock 

and letting it to those in temporary accommodation. 

The average weekly cost of Temporary Accommodation per bedroom size unit and average time to be accommodated in a secure tenancy within LB Barnet are: 

1 bed = £244.17 @ 94 weeks = £22,951.98 

2 bed = £297.94 @ 108 weeks = £32,177.52 

3 bed = £346.00 @ 186 weeks = £64,356.00 

4 Bed = £469.00 @ 194 weeks = £90,986.00 

The following is an example: 

1 bed tenancy, which is kept out of circulation due to denied succession = 12 weeks (taken from point in time that the lawful tenant passes away through to the 

eviction of the unlawful occupant). 

Total cost of housing 1 bed unit for 12 weeks in TA = £2,930.04 (£244.17 x 12 weeks) 

Saving = £20,021.94 (£22,951.98 (average cost) - £2,930.04(actual time the TA would have been required). 

 
 

National Fraud Initiative (NFI) 

There were 8 reports relating to Housing Waiting Lists in the current NFI exercise totalling 93 matches, of which 

21 matches have so far been processed by CAFT. 17 reports related to Housing Tenants totalling 420 matches, 

of these 327 have been processed.  There were also 9 reports relating to Right to Buys totalling 209 matches of 

which 164 have been processed. Any matches that require further investigation are reported in the cases 

section of this report and results given in future quarterly reports. 

 
 

Noteworthy Tenancy Fraud Cases 

Case 1 – Ms C had a 1-bedroom flat in Colindale, a referral was received from Catalyst Housing Association advising that 

their tenant had not responded to their calls or emails for 3 months and that a male had been found at the address on an 

un-announced visit, the tenancy started in February 2020. The resulting CAFT investigation found that the tenant had left 

the UK on 19 October 2019 on a one-way ticket. The case went to civil court and the property was recovered by way of a 

peaceful possession. 

Case 2 – Ms D had a 3-bedroom house in Friern Barnet, a Right to Buy (RTB) application was received. Following 

background checks into the application it was found Ms K owned a property elsewhere. An investigation was started to 

ascertain if she was resident at the social housing property. The resulting CAFT investigation found Ms K did own another 

property, the RTB application was therefore cancelled, and Ms K returned the keys for the social housing property.  

Case 3 – Ms E had a 2-bedroom flat in Hendon, a referral was received from Metropolitan Thames Valley Housing 

Association (MTVH). They received an anonymous call alleging that the tenant had moved out of the property with her 3 

young sons and that a male was now residing there. The resulting CAFT investigation found that the tenant was sub-letting 

the property to her ex-partner, however due to her living abroad no criminal proceedings commenced. The tenant retuned 

the keys and the property was recovered. Due to the CAFT investigation MTVH agreed to house a family from the Barnet 

Homes waiting list.  

Case 4 – Formal Caution - Ms F had a 2-bedroom flat in Friern Barnet, an anonymous referral was received which stated 

tenant had carried out a mutual exchange with another tenant, however she had already moved to a three-bedroom 

house outside of the borough which she owned and was allegedly sub-letting her council property to a family member. 

Evidence obtained during a CAFT investigation found the tenant had been receiving rental payments from her daughter 

for 7 months and had a mortgage at her property in Cheshunt. Ms X was interviewed under caution where she admitted 

to the offence of sub-letting and living elsewhere with her children. Ms X returned the keys, and the property was 

recovered. Although the case was considered for prosecution Ms X had mitigating personal circumstances which were 

taken into account. Due to the fact she cooperated fully with the investigation and admitted the offence a formal caution 

was offered and accepted. Ms X also agreed to pay a contribution towards the cost of the investigation.    
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FINANCIAL INVESTIGATIONS (FI) 
A Financial Investigation under the Proceeds of Crime Act 2002 (POCA) ensures that any person(s) subject to a 

criminal investigation by Barnet do not profit from their criminal actions. 

There have been 17 cases dealt with in Quarter two of 2021-22 relating to financial investigation  

 16 cases carried forward from quarter 1   1 New FI Cases opened in quarter 2 

 3 FI cases closed in quarter 2    14 on-going FI investigations 

 

New Referrals received in Quarter 2 

     1 New referral has been received under the joint working agreement with London     

Borough of Harrow  

 

Confiscation Orders Awarded in Quarter 2 

These funds were awarded by the courts and recovery will commence within the next 12 months (see noteworthy cases) 

 

Under the Governments incentivisation scheme funds confiscated from criminals is shared as follows: 

 50% is allocated to the Treasury  

 12.5% is allocated to the courts 

 37.5% is allocated to LBB as the investigating authority (7.5% of this allocation is taken by the Asset Recovery 
Agency for the administration of the funds) 

In addition to this scheme and in relation to the 37.5%, CAFT have local agreements in place with Re and other 
Local Authorities with regard to each investigation, therefore some of this share is split further dependent on 
the agreement in place. For POCA cases relating to LBB services the full 37.5% share is retained after the 
deduction of the Asset Recovery Agency’s administration costs. 

Op Katana (Planning), 
£46,623.80

Op Kukri (Haringey), 
£100,000.00

Total 
£146,623.80
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Closed cases in Quarter 2 

2 Proceeds Recovered   *see noteworthy cases  

1 Insufficient Assets 

 

On-going investigations 

 
 

 

 
 
 
 
 
 
 
 

 

 
Amount of POCA Funds Recovered and received into LBB Accounts this Quarter 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3 Tenancy Fraud 

3 Planning Enforcement (Re) 

6 On behalf of LB Haringey 

2 On behalf of LB Harrow 

Tenancy Fraud, 3

Planning Enforcement 
(Re), 3

On behalf of LB 
Haringey, 6

On behalf of LB 
Harrow, 2

Areas of investigation for on-going POCA cases

Tenancy Fraud Planning Enforcement (Re) On behalf of LB Haringey On behalf of LB Harrow

Amount of POCA funds 

recovered this quarter by 

LBB from outstanding 

confiscation orders and 

prior to any incentivisation 

split with partners 

 

£21,872.25 

111



 
 

Noteworthy POCA Cases 

Op Shekel relates to partnership working with the Re’s Planning department. It relates to a breach of a planning 

enforcement notice where the property was unlawfully converted into flats and rented out. The breach of the 

enforcement notice makes the offence criminal in nature and as a result any income derived from the offence is subject 

to Proceeds of Crime legislation. 

On 23rd February 2021 the Crown Court made a confiscation order in the sum of £183,078.35, in addition to this the 

defendant was issued a £15,000 fine and ordered to pay £11,323.36 in costs. 

 Op Shekel: confiscation order amount £183,078.35 (37.5% split = £68,654.38 – 7.5% top slice (Administration) = 
£63,505.30 this is then split equally with Re = £31,752.65 for LBB and £31,752.65 for RE) 

Op Akinaka relates to partnership working with Re’s Trading Standards Department. The defendant pleaded guilty to 

offences under the Trades Marks Act for selling counterfeit fashion items in his stores within the Borough. The proceeding 

financial investigation found that the defendant had received approximately £79,924.35 derived from the proceeds of his 

crime.  

On 30th March 2021 the Crown Court made a Confiscation order in the sum of £79,924.35, in addition to this, costs of 

£40,000 were ordered, and the defendant was given a 12-month community order with unpaid work of 120 hours as a 

sole requirement. A forfeiture order for destruction of the counterfeit goods was awarded. 

• Op Akinaka: confiscation order amount £79,924.35 (37.5% split = £29,971.63 – 7.5% top slice (Administration) = 
£27,723.76 this is then split equally with Re = £13,861.88 for LBB and £13,861.88 for RE) 

The above confiscation orders have been paid in full and LBB are due to receive the funds in quarter three 

 

Confiscation orders awarded this quarter 

Op Katana relates to partnership working with Re’s planning department. It relates to a breach of a planning enforcement 

notice where the property was unlawfully converted into flats and rented out. The breach of the enforcement notice 

makes the offence criminal in nature and as a result any income derived from the offence is subject to Proceeds of Crime 

legislation. 

On 16th July 2021 the Crown Court made a confiscation order in the sum of £46,623.80, in addition to this the defendant 

was issued a £7,200 fine and ordered to pay £8,624.46 in costs. 

 Op Katana: confiscation order amount £46,623.80 (37.5% split = £17,483.93 – 7.5% top slice (Administration) = 
£16,172.63 this is then split equally with Re = £8,086.32 for LBB and £8,086.32 for RE) 

 

Op Kukri relates to partnership working with the London Borough of Haringey’s planning department. The defendant had 

failed to comply with the requirements of a planning enforcement notice at two properties to which he owned. At both 

addresses the defendant unlawfully converted the properties into self-contained flats. The defendant attended Wood 

Green Crown Court where he pleaded guilty to both charges. The proceeding financial investigation found that the 

defendant had received approximately £119,000 in rent derived from the proceeds of his crime.  

On 15th September 2021 the Crown Court made a Confiscation order in the sum of £100,000, the defendant was fined 
£12,000 and ordered to pay costs of £4,500. 

 Op Kukri: confiscation order amount £100,000 (37.5% split = £37,500 – 7.5% top slice (Administration) = £34,687.50  

Under the POCA joint working agreement with Haringey, 10% of the confiscation order amount awarded is retained 

by LBB plus the costs to carry out the investigation = £10,400 for LBB and £24,287.50 for Haringey 

Recovery of the above confiscation orders is on-going  
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Audit Committee 
 

15 December 2021 
  
 

Title  

Regulation of Investigatory  

Powers Act 2000 (RIPA) Policy and 
Guidance – update 2021 

Report of Executive Director of Assurance 

Wards All  

Status 
Public 

Urgent 
No 

Key 
Yes  

Enclosures                          
Appendix 1 - Regulation of Investigatory Powers Act 2000 
(RIPA) Policy and Guidance 

Officer Contact Details  

Clair Green, Executive Director of Assurance 
clair.green@barnet.gov.uk 

020 8359 7791 
 
Declan Khan – Assistant Director Counter Fraud, Community 
Safety and Protection  
Declan.khan@barnet.gov.uk 

0208 359 7759 

 
 

Summary 
 
The Investigatory Powers Commissioners Office (IPCO) provides independent oversight and 
authorisation of the use of investigatory powers by intelligence agencies, police forces and other 
public authorities. The IPCO’s purpose is to oversee how these powers are used, taking account of 
the public interest, and ensuring that investigations are conducted in accordance with the law.  
 
The London Borough of Barnet was previously inspected by IPCO on the 19 December 2018. Prior 
to this, the Council was inspected by the Office of Surveillance Commissioners (OSC) in May 2015.   
 
The previous (OSC 2015) inspection made no recommendations.  
 
The 2018 inspection drew three conclusions (below), one of which necessitated further action and 
included one recommendation: 
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 Barnet Council makes very infrequent use of the powers vested under the Regulation of 

Investigatory Powers Act 2000. Notwithstanding this, there remains a need for appropriate 

guidance and training for staff. The current policy and guidance regime is lacking and needs 

remedial action, supported by refresher training. 

 Paradoxically, the Council has a very good and robust oversight and quality assurance regime 

with a Senior Responsible Officer (SRO), Monitoring Officer and Gatekeeper who are 

experienced, available for advice and actively engaged in enforcement.  

 The one recommendation that I make concerns one of the fundamental requirements of a 

public authority wishing to ensure it is RIPA compliant: namely, appropriate guidance and 

training for staff. As I have said above, there are already good people in place to ensure 

compliance with any policy. 

 
To address these actions, we have can now confirm that:  

 In March 2020 RIPA refresher training was delivered to investigating officers from relevant 

enforcement departments  

 In November 2021 refresher RIPA training was delivered to our Senior Responsible Officer, 

Authorising Officer’s and our RIPA Legal Gatekeeper  

 In November 2021, following the most recent training our RIPA Policy Document and 

Guidance has been completely redrafted and now also includes Internet and Social Media 

Investigations. Subject to approval at Audit Committee we recommend adoption from 1 

January 2022. 

 
In November 2021 Barnet was subject to a further (virtual desktop) inspection by IPCO.  The 
inspection confirmed compliance that removed the need for physical inspection. 
 
The inspector reviewed the single directed surveillance authorisation granted since the last inspection 
and concluded that the overall standard of the application and authorisation was good and that they 
were compliant with the legislation and code of practice. The Inspector made a number of 
observations which were explained in detail to the SRO and authorising officer. 
 
Going forward we propose:  
• Further training for investigating officers aligned to our new Policy and Guidance  
• Clearer signposting and access to Policy and Guidance documents for staff  
• Continue with statistical updates within the CAFT reports to Audit Committee    
• Devise an action plan aligned to feedback received during the recent IPCO inspection 
• Request delegated authority to be given to the Executive Director of Assurance to make    
further amendments to the RIPA Policy and Guidance in the future 

 

Officers Recommendations  

1. That the Committee approves the Regulation of Investigatory  

Powers Act 2000 (RIPA) Policy and Guidance 2021  

 

2. That the Committee delegates authority to the Executive Director of 

Assurance to make further amendments to the RIPA Policy Statement 

following consultation with the Chairman of the Audit Committee 
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1. WHY THIS REPORT IS NEEDED  

 
 The Audit Committee’s role in receiving this report is to approve the updated RIPA Policy 

and Guidance documents as part of the Counter-Fraud Framework. 

 
2. REASONS FOR RECOMMENDATIONS  

 
 The RIPA Policy and Guidance has been reviewed as part of the Counter-Fraud 

Framework.  

 
3. ALTERNATIVE OPTIONS CONSIDERED AND NOT RECOMMENDED 

 
 N/A 

 
4. POST DECISION IMPLEMENTATION 

 

4.1 Following implementation of this decision we are proposing the following:  

 Further training for investigating officers aligned to our new Policy and Guidance  

 Clearer signposting and access to Policy and Guidance documents for staff  

 Continue with statistical updates within the CAFT reports to Audit Committee    

 Devise an action plan aligned to feedback received during the recent IPCO 

inspection 

 

5. IMPLICATIONS OF DECISION  

 
 Corporate Priorities and Performance 

This policy supports the delivery of the entire Barnet Plan, and in particular Clean Safe and 
Well-Run objective – which set out the corporate approach on how delivering better 
services while ensuring value for money for all our residents and businesses to approach 
to provide a fair deal for our residents and a commitment to delivering services that matter 
most by making decisions to prioritise our limited resources.  
 

 
 Resources (Finance & Value for Money, Procurement, Staffing, IT, Property, 

Sustainability) 

5.2.1 None in the context of this report  

 
5.3 Social Value 
5.3.1 N/A  

 

5.4   Legal and Constitutional References 

5.4.1 Regulation of Investigatory Powers Act 2000  

 
5.4.2 Article 7 of the Council’s Constitution details the functions of the Audit Committee this 
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include matters reserved to the monitoring the effective development and operation of the 
Council’s Corporate Anti-Fraud Team (CAFT). 

 
5.4 Risk Management 

5.4.1 The Policy revisions supports the council’s overall risk management strategy and 

processes. Where appropriate, outcomes from any investigations are reported to both 

Audit Committee and relevant services in either highlighting or confirming effective 

internal controls, compliance and/or suggested areas for improvement. 

5.5 Equalities and Diversity  

5.5.1 Effective systems of internal control, compliance and corporate governance provide 

assurance on the effective allocation of resources and quality of service provision for the 

benefit of the entire community.  

 
5.7 Corporate Parenting 
5.7.1 None in the context of this report. 
 
5.8  Consultation and Engagement 
5.8.1 N/A 

 
5.9 Insight 
5.9.1 N/A 

 
6.    Environmental Impact  

6..1 None in the context of this report.  
 
 
7. BACKGROUND PAPERS 

 
7.1 
https://barnet.moderngov.co.uk/documents/s31468/Counter%20Fraud%20Framwork%20Review.p
df 

  
7.2 The Whistleblowing Policy was last reviewed by Audit Committee in 2016.  
 
7.3 It was further updated under delegated authority to the Executive Director of Assurance in 2018 
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PART A  Introduction & RIPA General 

 

1. Introduction 

1.1 The performance of certain investigatory functions of Local Authorities may require the 

surveillance of individuals or the use of undercover officers and informants. Such 

actions may intrude on the privacy of individuals and can result in private information 

being obtained and as such, should not be undertaken without full and proper 

consideration. The Regulation of Investigatory Powers Act 2000 (RIPA) governs these 

activities and provides a means of ensuring that they are carried out in accordance 

with law and subject to safeguards against abuse.  

 

All surveillance activity can pose a risk to the Council from challenges under the HRA 

or other processes. Therefore, it must be stressed that all staff involved in the process 

must take their responsibilities seriously which will assist with the integrity of the 

Council’s processes, procedures and oversight responsibilities. 

In preparing this policy the Council has followed the RIPA Codes of Practice (August 

2018).  

If having read this document you are unclear about any aspect of the process, seek 

the advice from the SRO or delegated authorising Officers.  

 

2. Scope of Policy 

2.1 The purpose of this Policy is to ensure there is a consistent approach to the 

authorisation and undertaking of surveillance activity that is carried out by the Council. 

This includes the use of undercover officers and informants, known as Covert Human 

Intelligence Sources (CHIS). This will ensure that the Council complies with the 

Regulation of Investigatory Powers Act 2000 (RIPA).  

2.2 This document provides guidance on the authorisation processes and the roles of the 

respective staff involved. 

2.3 The policy also provides guidance on surveillance which is necessary to be undertaken 

by the authority but cannot be authorised under the RIPA legislation. This type of 

surveillance will have to be compliant with the Human Rights Act. (See section 3). 

2.4 The policy also identifies the cross over with other policies and legislation, particularly 

with the Human Rights Act, Data Protection Act and the Criminal Procedures Act.  

2.5 All RIPA covert activity will have to be authorised and conducted in accordance with 

this policy, the RIPA legislation and Codes of Practice.  Therefore, all officers involved 

in the process will have regard to this document and the statutory RIPA Codes of 

Practice issued under section 71 RIPA (current version issued in August 2018) for both 

Directed Surveillance and the use of Covert Human Intelligence Sources (CHIS). The 

Codes of Practice are available from:  

https://www.gov.uk/government/collections/ripa-codes#current-codes-of-practice 

 

3. Background to RIPA and Lawful Criteria 
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3.1 On 2nd October 2000 the Human Rights Act 1998 (HRA) came into force making it 

potentially unlawful for a Local Authority to breach any article of the European 

Convention on Human Rights (ECHR).  

3.2 Article 8 of the European Convention on Human Rights states that: - 

1) Everyone has the right of respect for his private and family life, his home and 

his correspondence. 

2) There shall be no interference by a Public Authority with the exercise of this 

right except such as in accordance with the law and is necessary in a 

democratic society in the interests of national security, public safety or the 

economic well-being of the country, for the prevention of disorder or crime, for 

the protection of health and morals or for the protection of the rights and 

freedoms of others. 

3.3 The right under Article 8 is a qualified right and Public Authorities can interfere with 

this right for the reasons given in 3.2 (2) above if it is necessary and proportionate to 

do so.  

3.4 Those who undertake Directed Surveillance or CHIS activity on behalf of a Local 

Authority may breach an individual’s Human Rights, unless such surveillance is lawful, 

consistent with Article 8 of the ECHR and is both necessary (see section 42) and 

proportionate (see section 43) to the matter being investigated.  

3.5 RIPA provides the legal framework for lawful interference to ensure that any activity 

undertaken, together with the information obtained, is HRA compatible.   

3.6 However, under RIPA, Local Authorities can now only authorise Directed Surveillance 

for the purpose of preventing or detecting conduct which constitutes a criminal offence 

which is punishable (whether on summary conviction or indictment) by a maximum 

term of at least six months imprisonment; (serious crime criteria) or involves the sale 

of alcohol or tobacco to children. (See Sec 14) 

3.7  The lawful criteria for CHIS authorisation is prevention and detection of crime and 

prevention of disorder and the offence does not have to have a sentence of 6 months 

imprisonment. 

3.8 Furthermore, the Council’s authorisation can only take effect once an Order approving 

the authorisation has been granted by a Justice of the Peace (JP). 

3.9 RIPA ensures that any surveillance which is undertaken following a correct 

authorisation and approval from a Justice of the Peace is lawful. Therefore, it protects 

the authority from legal challenge. It also renders evidence obtained lawful for all 

purposes.  
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4. Consequences of Not Following RIPA 

4.1 Although not obtaining authorisation does not make the authorisation unlawful per se, 

it does have some consequences: - 

 Evidence that is gathered may be inadmissible in court; 

 

 The subjects of surveillance can bring their own claim on Human Rights 

grounds i.e. we have infringed their rights under Article 8; 

 

 If a challenge under Article 8 is successful, the Council would receive 

reputational damage and could face a claim for financial compensation; 

 

 The Government has also introduced a system of tribunal to deal with 

complaints. Any person who believes that their rights have been breached 

can have their complaint dealt with by the Investigatory Powers Tribunal 

(IPTC) (See Complaints section 66) 

 

 It is likely that the activity could be construed as an error and therefore have to 
be investigated and a report submitted by the Senior Responsible Officer to the 
Investigatory Powers Commissioner's Office (IPCO). (See Sec 65 Errors) 

 

5. Independent Oversight 

 

5.1 RIPA was overseen by the Office of Surveillance Commissioners (OSC). However, 

from 1 Sept 2017 oversight is now provided by the Investigatory Powers 

Commissioner's Office (IPCO). They are the independent inspection office whose remit 

includes providing comprehensive oversight of the use of the powers to which the RIPA 

code applies, and adherence to the practices and processes described in it. They also 

provide guidance to be followed which is separate to the codes. 

 

5.2 They have unfettered access to all locations, documentation and information systems 

as is necessary to carry out their full functions and duties and they will periodically 

inspect the records and procedures of the Council to ensure the appropriate 

authorisations have been given, reviewed, cancelled, and recorded properly.   

 

5.3 It is the duty of any person who uses these powers to comply with any request made 

by a Commissioner to disclose or provide any information they require for the purpose 

of enabling them to carry out their functions. Therefore, it is important that the Council 

can show it complies with this Policy and with the provisions of RIPA. 
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PART B  Surveillance, Types and Criteria 

 

6. Introduction 

 

6.1 It is important to understand the definition of surveillance; what activities are classed 

as surveillance and the different types of surveillance covered by RIPA and the HRA. 

Surveillance can be both overt and covert and depending on their nature, are either 

allowed to be authorised under RIPA or not. There are also different degrees of 

authorisation depending on the circumstances. 

 

7. Surveillance Definition 

7.1 Surveillance is: 

 Monitoring, observing or listening to persons, their movements, their 

conversations or their other activities or communications. 

 

 Recording anything monitored, observed or listened to in the course of 

surveillance, with or without the assistance of a device. 

 

8. Overt Surveillance 

8.1 Overt surveillance is where the subject of surveillance is aware that it is taking place, 

either by way of signage such as in the use of CCTV or because the person subject of 

the surveillance has been informed of the activity. Overt surveillance is outside the 

scope of RIPA and therefore does not require authorisation. However, it still must take 

account of privacy under the Human Rights Act and be necessary and proportionate.  

Any personal data obtained will also be subject of the Data Protection Act. 

 

9. Covert Surveillance 

9.1 Covert Surveillance is defined as “surveillance which is carried out in a manner 

calculated to ensure that the persons subject to the surveillance are unaware that it is 

or may be taking place” and is covered by RIPA. Covert surveillance is categorised as 

either intrusive or directed. 

9.2 There are three categories of covert surveillance regulated by RIPA: - 

1) Intrusive surveillance (Local Authorities are not permitted to carry out 

intrusive surveillance).   

 

2) Directed Surveillance; 

 

3) Covert Human Intelligence Sources (CHIS);  
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10. Intrusive Surveillance 

10.1 Barnet council has no authority in law to carry out Intrusive Surveillance. It is only the 

Police and other law enforcement agencies that can lawfully carry out intrusive 

surveillance. 

10.2 Intrusive surveillance is defined in section 26(3) of the 2000 Act as covert surveillance 

that: 

 Is carried out in relation to anything taking place on any residential premises 

or in any private vehicle; and 

 

 Involves the presence of an individual on the premises or in the vehicle or is 

carried out by means of a surveillance device. 

 
10.3 Where surveillance is carried out in relation to anything taking place on any residential 

premises or in any private vehicle by means of a device, without that device being 

present on the premises, or in the vehicle, it is not intrusive unless the device 

consistently provides information of the same quality and detail as might be expected 

to be obtained from a device actually present on the premises or in the vehicle. Thus, 

an observation post outside premises, which provides a limited view and no sound of 

what is happening inside the premises, would not be considered as intrusive 

surveillance.  

10.4 A risk assessment of the capability of equipment being used for surveillance on 

residential premises and private vehicles, such as high-powered zoom lenses, should 

be carried out to ensure that its use does not meet the criteria of Intrusive Surveillance. 

 

11. Directed Surveillance Definition 

11.1 The Council can lawfully carry out Directed Surveillance.  Surveillance is Directed 

Surveillance if the following are all true: 

• It is covert, but not intrusive surveillance; 

 

• It is conducted for the purposes of a specific investigation or operation; 

 

• It is likely to result in the obtaining of private information (see private 

information below) about a person (whether or not one specifically identified 

for the purposes of the investigation or operation); 

 

• It is conducted otherwise than by way of an immediate response to events or 

circumstances the nature of which is such that it would not be reasonably 

practicable for an authorisation to be sought. 

 

12. Private information 

12.1 By its very nature, surveillance may involve invading an individual’s right to privacy. 

The level of privacy which individuals can expect depends upon the nature of the 

environment they are in at the time. For example, within an individual’s own home or 
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private vehicle, an individual can expect the highest level of privacy. The level of 

expectation of privacy may reduce if the individual transfers out into public areas. 

12.2 The Code of Practice provides guidance on what is private information.  They state 

private information includes any information relating to a person’s private or family life. 

As a result, private information is capable of including any aspect of a person’s private 

or personal relationship with others, such as family and professional or business 

relationships.  

12.3 Whilst a person may have a reduced expectation of privacy when in a public place, 

covert surveillance of that person’s activities in public may still result in the obtaining 

of private information. This is likely to be the case where that person has a reasonable 

expectation of privacy even though acting in public and where a record is being made 

by a Public Authority of that person’s activities for future consideration or analysis. 

Surveillance of publicly accessible areas of the internet should be treated in a similar 

way, recognising that there may be an expectation of privacy over information which 

is on the internet, particularly where accessing information on social media websites.  

12.4 Private life considerations are particularly likely to arise if several records are to be 

analysed together in order to establish, for example, a pattern of behavior, or if one or 

more pieces of information (whether or not available in the public domain) are covertly 

(or in some cases overtly) obtained for the purpose of making a permanent record 

about a person or for subsequent data processing to generate further information. In 

such circumstances, the totality of information gleaned may constitute private 

information even if individual records do not. Where such conduct includes covert 

surveillance, a Directed Surveillance authorisation may be considered appropriate. 

12.5 Private information may include personal data, such as names, telephone numbers 

and address details. Where such information is acquired by means of covert 

surveillance of a person having a reasonable expectation of privacy, a Directed 

Surveillance authorisation is appropriate. 

12.6 Information which is non-private may include publicly available information such as, 

books, newspapers, journals, TV and radio broadcasts, newswires, websites, mapping 

imagery, academic articles, conference proceedings, business reports, and more. 

Such information may also include commercially available data where a fee may be 

charged, and any data which is available on request or made available at a meeting to 

a member of the public.  

12.7 There is also an assessment to be made regarding the risk of obtaining collateral 

intrusion which is private information about persons who are not subjects of the 

surveillance (see section 44). 

 

13. Confidential or Privileged Material 

13.1 Particular consideration should be given in cases where the subject of the investigation 

or operation might reasonably assume a high degree of confidentiality. This includes 

where the material contains information that is legally privileged, confidential 

journalistic material or where material identifies a journalist’s source, where material 

contains confidential personal information or communications between a Member of 

Parliament and another person on constituency business. Directed Surveillance likely 
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or intended to result in the acquisition of knowledge of confidential or privileged 

material must be authorised by the Chief Executive. 

13.2 Advice should be sought from Legal if there is a likelihood of obtaining this 

type of material. 

14. Lawful Grounds 
 
14.1 As mentioned earlier the Lawful Grounds for Directed Surveillance is a higher threshold 

for Local Authorities and cannot be granted unless it is to be carried out for the purpose 
of preventing or detecting a criminal offence(s) and it meets the serious crime test i.e. 
that the criminal offence(s) which is sought to be prevented or detected is 

  

1) Punishable, whether on summary conviction or on indictment, by a maximum 

term of at least 6 months of imprisonment, or, 

 

2) Would constitute an offence under sections 146, 147 or 147A of the Licensing 

Act 2003 or section 7 of the Children and Young Persons Act 1933 (see 1.4 

above). This is the only ground available to the Council and hence the only 

justification.   

  

14.2 Preventing or detecting crime goes beyond the prosecution of offenders and includes 
actions taken to avert, end or disrupt the commission of criminal  offences   

 

15. Test Purchases   
 
15.1 Test purchase activity does not in general require authorisation as a CHIS under RIPA 

as vendor-purchaser activity does not normally constitute a relationship as the contact 
is likely to be so limited.  However, if a number of visits are undertaken at the same 
establishment to encourage familiarity, a relationship may be established and 
authorisation as a CHIS should be considered.  If the test purchaser is wearing 
recording equipment and is not authorised as a CHIS, or an adult is observing, 
consideration should be given to granting a Directed Surveillance authorisation if the 
surveillance meets the Directed Surveillance threshold which is covert surveillance 
which is likely to obtain private information and the offence carries 6 months or  or 
involves the sale of alcohol or tobacco to children. If it does not meet the threshold it 
is important that a full risk assessment takes place and the activity is justified and 
considers the Human Rights Act. 

 
15.2  Test purchases will be conducted by way of a No RIPA submission to the Authorising 

Officer who will liaise with legal Services prior to authorisation.. 
 

15.3  When conducting covert test purchase operations at more than one establishment, it 

is not necessary to construct an authorisation for each premise to be visited but the 

intelligence must be sufficient to prevent “fishing trips”. Premises may be combined 

within a single authorisation provided that each is identified at the outset. Necessity, 

proportionality, and collateral intrusion must be carefully addressed in relation to each 

of the premises. It is unlikely that authorisations will be considered proportionate 

without demonstration that overt methods have been considered or attempted and 

failed. (Sec 245 OSC Procedures & Guidance 2016)   
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16. Urgent cases 

16.1 As from 1 November 2012 there is no provision to authorise urgent oral authorisations 

under RIPA for urgent cases as all authorisations have to be approved by a J.P.  If 

surveillance was required to be carried out in an urgent situation or as an immediate 

response, this would still have to be justified as necessary and proportionate under 

HRA. This type of surveillance is surveillance outside of RIPA. (see section 21 below).   

 
17. Surveillance for Preventing Disorder  
 
17.1 Authorisation for the purpose of preventing disorder can only be granted if it involves 

a criminal offence(s) punishable (whether on summary conviction or indictment) by a 

maximum term of at least 6 months' imprisonment. Surveillance for disorder not 

meeting these criteria would need to be carried out as surveillance outside of RIPA. 

(See below) 

 

18. CCTV 

18.1 CCTV is now known as a Surveillance Camera Systems Section 29(6) Protection of 

Freedoms Act 2012. .: “Surveillance camera systems” is taken to include:  

(a) closed circuit television (CCTV) or automatic number plate recognition 

(ANPR) systems;  

(b) any other systems for recording or viewing visual images for surveillance 

purposes; 

This includes  

 CCTV; 

 Body Worn Video (BWV) 

 Automatic Number Plate Recognition; 

 Deployable mobile overt mobile camera systems. 

 Any other system for recording or viewing visual images for surveillance 

purposes; 

 Any systems for storing, receiving, transmitting, processing or checking images 

or information obtained by those systems; and 

 Any other systems associated with, or otherwise connected with those 

systems. 

 

18.2 The use of the conventional town centre CCTV systems operated by the Council do 

not normally fall under the RIPA regulations.  However, it does fall under the Data 

Protection Act 2018, the Surveillance Camera Code 2013, Information Commissioner’s 

Office (ICO) ‘In the picture: a data protection code of practice for surveillance cameras 
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and personal information’ and the Councils CCTV policy.  However, should there be a 

requirement for the CCTV cameras to be used for a specific purpose to conduct 

surveillance it is likely that the activity will fall under Directed Surveillance and therefore 

require an authorisation. 

18.3 Operators of the Councils CCTV system need to be aware of the RIPA issues 

associated with using CCTV and that continued, prolonged systematic surveillance of 

an individual may require an authorisation. 

18.4 On the occasions when the CCTV cameras are to be used in a Directed Surveillance 

situation either by enforcement officers from relevant departments within the Council 

or outside Law Enforcement Agencies such as the Police, Barnet Council CCTV policy 

should be followed where relevant as well as the RIPA Codes of Practice. 

18.5 The CCTV staff are to have a copy of the authorisation form in a redacted format, or a 

copy of the authorisation page.  If it is an urgent oral authority from the Police, a copy 

of the applicant’s notes are to be retained or at least some other document in writing 

which confirms the authorisation and exactly what has been authorised.  It is important 

that the staff check the authority and only carry out what is authorised.  A copy of the 

application or notes is also to be forwarded to the central register for filing.  This will 

assist the Council to evaluate the authorisations and assist with oversight.  

18.6 The Surveillance Camera Code of Practice 2013 defines a ‘surveillance camera 

system’ as:   

 any other systems for recording or viewing visual images for surveillance 

purposes; 

 any systems for storing, receiving, transmitting, processing or checking the 

images or information obtained. 

18.7 This definition will include body worn video (BWV) and overt cameras deployed to 

detect waste offences such as fly-tipping. This definition has far reaching implications 

as the use of any cameras that meet the requirement will have to be used in a manner 

that complies with the codes of practice mentioned above and the Data Protection Act.  

 

19. Automatic Number Plate Recognition (ANPR) 

19.1 Automated Number Plate Recognition (ANPR) does not engage RIPA if it is used for 

the purpose it is registered for, such as traffic flow management or safety and 

enforcement within car parks.  However, it is capable of being a surveillance device if 

used in a pre-planned way to carry out surveillance by monitoring a particular vehicle 

by plotting its locations, e.g. in connection with illegally depositing waste (fly-tipping). 

19.2 Should it be necessary to use any ANPR systems to monitor vehicles, the same RIPA 

principles apply where a Directed Surveillance Authorisation should be sought.   

 

20 Internet and Social Media Investigations 

20.1 Online open source research is widely regarded as the collection, evaluation and 

analysis of material from online sources available to the public, whether by payment 

or otherwise to use as intelligence and evidence. 
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20.2 The use of online open source internet and social media research techniques has 

become a productive method of obtaining information to assist the Council with its 

regulatory and enforcement functions.  It can also assist with service delivery issues 

and debt recovery. However, the use of the internet and social media is constantly 

evolving and with it the risks associated with these types of enquiries, particularly 

regarding breeches of privacy under Article 8 Human Rights Act (HRA) and other 

operational risks. 

 

20.3 The internet is another method of carrying out surveillance (See definition section 7) 

and a computer is a surveillance device. Repeat viewing of individual ‘open source’ 

sites for the purpose of intelligence gathering and data collation may constitute 

Directed Surveillance. Activities of monitoring through, for example, a Facebook profile 

for a period of time and a record of the information is kept for later analysis or evidential 

purposes is likely to require a RIPA authorisation. Where covert contact is made with 

another person on the internet a CHIS authority may be required.  

 

20.4 Where this is the case, the application process and the contents of this policy is to be 

followed. 

20.5 Where the activity falls within the criteria of surveillance or CHIS outside of RIPA, again 

this will require authorising on a non RIPA form which will be authorised internally. 

 
20.6    LB Barnet is a Public Authority in law under the Human Rights Act 1998, and as such, 

the staff of the authority must always work within this legislation.  This applies to 
research on the internet.  

 
20.7     Researching, recording, storing, and using open-source information regarding a person 

or group of people must be both necessary and proportionate and take account of the 
level of intrusion against any person. The activity may also require authorisation and 
approval by a Magistrate under the Regulation of Investigatory Powers Act (RIPA) 
2000. To ensure that any resultant interference with a person’s Article 8 right to respect 
for their private and family life is lawful, the material must be retained and processed 
in accordance with the principles of the General Data Protection Regulations (GDPR). 

 
20.8 This policy and associated procedure establishes Barnet’s approach to ensure that all 

online research and investigations are conducted lawfully and ethically to reduce risk. 
It provides guidance to all staff within LB Barnet, when engaged in their official capacity 
of the implications and legislative framework associated with online internet and Social 
Media research. It will also ensure that the activity undertaken, and any evidence 
obtained will stand scrutiny. 

 
20.9 When conducting such investigation you must takes account of the relevant Codes of 

Practice, Human Rights Act 1998, Regulation of Investigatory Powers Act (RIPA) 2000, 
Criminal Procedures Investigations Act (CPIA) 1996, General Data Protection 
Regulations (GDPR), NPCC Guidance on Open Source Investigation/Research.  

 
20.10  This policy and associated procedure will be followed at all times and should be read, 

where required with the RIPA Codes of Practice and any other legislation and relevant 
Barnet policies mentioned in this document.  Should there be any queries, advice can 
be sought from SRO and authorising officers.  

 
 Risk 
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20.11 Staff must be aware that any activity carried out over the internet leaves a trace or 

footprint which can identify the device used, and, in some circumstances, the individual 
carrying out the activity.  This may pose a legal and reputational risk to Barnet from 
being challenged by the subject of the research for breaching Article 8.1 of the HRA 
which states “Everyone has the right to respect for his private and family life, his home 
and his correspondence”. 8.2 states “There shall be no interference by a public 
authority with the exercise of this right except such as is in accordance with the law 
and is necessary in a democratic society in the interests of national security, public 
safety or the economic well-being of the country, for the prevention of disorder or crime, 
for the protection of health or morals or for the protection of the rights and freedoms of 
others”. 

 
20.12  There is also a risk of compromise to other investigations, therefore, the activity should 

be conducted in a manner that does not compromise any current or future investigation 
or tactics.  

 
 
 Necessity / Justification 
 
20.13  To justify the research, there must be a clear lawful reason, and it must be necessary. 

Therefore, the reason for the research, such as, the criminal conduct that it is aimed 
to prevent or detect must be identified and clearly described. This should be 
documented with clear objectives.  Should the research fall within RIPA activity, the 
RIPA authorisation deals with this criteria for it to be lawful.  

 
 
 Proportionality  
20.14  Proportionality involves balancing the intrusiveness of the research on the subject and 

other innocent third parties who might be affected by it (collateral intrusion) against the 
need for the activity in operational terms. What is the benefit to carrying out the activity? 
how will the benefit outweigh the intrusion? 

 
20.15  The activity will not be proportionate if it is excessive in the circumstances of the case 

or if the information which is sought could reasonably be obtained by other less 
intrusive means. All such activity should be carefully managed to meet the objective in 
question and must not be arbitrary or unfair  

 
 Private information  
 
20.16   Private information is defined in the RIPA Codes of Practice and states it “includes any 

information relating to a person’s private or family life. Private information should be 
taken generally to include any aspect of a person’s private or personal relationship with 
others, including family and professional or business relationships. 

 
20.17 Prior to, and during any research, staff must take into account the privacy issues 

regarding any person associated with the research. 
 
 
  Reviewing the Activity 
 
20.18  During the course of conducting the internet open source research, the nature of the 

online activity may evolve.  It is important staff continually assess and review their 
activity to ensure it remains lawful and compliant.  Where it evolves into RIPA activity, 
the RIPA procedure should be followed. If in doubt, seek advice. 
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 Use of Material 
 
20.19  The material obtained from conducting open source internet and Social Media research 

may be used as intelligence or evidence.  
 
20.20  Any material gathered from the internet during the course of a criminal investigation 

must be retained in compliance with the Criminal Procedure and Investigations Act 
(CPIA) Codes of Practice and all material stored in line with the General Data 
Protection Regulations (GDPR) data retention policy 

 

 
21. Surveillance Outside of RIPA 

21.1 As already explained, for Directed Surveillance the criminal offence must carry a 6-

month prison sentence (Directed Surveillance crime threshold) or relate to the sale 

of alcohol or tobacco to children.  This means that there are scenarios within an 

investigation that do not meet this threshold, however it is necessary to undertake 

surveillance. This will fall outside of RIPA.  Examples include: 

 Surveillance for anti-social behaviour disorder which do not attract a maximum 

custodial sentence of at least six months imprisonment.  

 Planning enforcement prior to the serving of a notice or to establish whether a 

notice has been breached. 

 Most licensing breaches. 

 Safeguarding vulnerable people. 

 Civil matters. 

 Disciplinary surveillance (see below). 

21.2 In the above scenarios they are likely to be a targeted surveillance which are likely to 

breach someone’s article 8 rights to privacy. Therefore, the activity should be 

conducted in way which is HRA compliant, which will include necessary and 

proportionate. 

21.3 Non RIPA surveillance also includes staff disciplinary surveillance in serious 

disciplinary investigations. Guidance dictates that this type of surveillance must be 

compliant with the Monitoring at Work Guidance issued by the Information 

Commissioner. This is to ensure that is complies with the HRA.   

21.4 Should the investigation also involve a criminal offence which meet the RIPA criteria 

such as fraud, the option to carry out the surveillance under RIPA should be 

considered.  However, it must be a genuine criminal investigation with a view to 

prosecuting the offender.   

21.5 Should it be necessary to undertake disciplinary surveillance advice should be sought 

from RIPA authorising Officers and Legal department. 

21.6 As part of the process of formally recording and monitoring non RIPA surveillance, a 

non RIPA surveillance application form (see Appendix ?) should be completed and 

authorised by an Authorising Officer. A copy of the non RIPA surveillance application 

form can be obtained from Authorising Officers  
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21.7 The SRO will therefore maintain an oversight of non RIPA surveillance to ensure that 

such use is compliant with Human Rights legislation.  The RIPA Authorising officer will 

maintain a central record of non RIPA surveillance.  

21.8 The RIPA codes also provide guidance that authorisation under RIPA is not required 

for the following types of activity:   

 General observations as per section 3.33 in the codes of practice that do not 

involve the systematic surveillance of an individual or a group of people and 

should an incident be witnessed the officer will overtly respond to the situation.  

 

 Use of overt CCTV and Automatic Number Plate Recognition systems. 

 

 Surveillance where no private information is likely to be obtained. 

 

 Surveillance undertaken as an immediate response to a situation. 

 

 Covert surveillance not relating to criminal offence which carries a maximum 

sentence of 6 months imprisonment or relate to the sale of alcohol or tobacco 

to children (this is likely to be surveillance outside of RIPA). 

 

 The use of a recording device by a CHIS in respect of whom an appropriate 

use or conduct authorisation has been granted permitting them to record any 

information in their presence. 

 

 The covert recording of noise where the recording is of decibels only or 

constitutes non-verbal noise (such as music, machinery or an alarm), or the 

recording of verbal content is made at a level which does not exceed that which 

can be heard from the street outside or adjoining property with the naked ear. 

In the latter circumstance, the perpetrator would normally be regarded as 

having forfeited any claim to privacy. In either circumstance this is outside of 

RIPA. 

 

 
22. Joint Agency Surveillance 
 

22.1 In cases where one agency is acting on behalf of another, it is usually for the tasking 

agency to obtain or provide the authorisation.  For example, where surveillance is 

carried out by Council employees on behalf of the Police, authorisation would be 

sought by the Police.  If it is a joint operation involving both agencies, the lead agency 

should seek authorisation.  

22.2 Council staff involved with joint agency surveillance are to ensure that all parties taking 

part are authorised on the authorisation form to carry out the activity.  When staff are 

operating on another organisation’s authorisation they are to ensure they see what 

activity they are authorised to carry out and make a written record.  They should also 

provide a copy of the authorisation to the RIPA Co Ordinator.  This will assist with 

oversight of the use of Council staff carrying out these types of operations.  Line 

Managers should be made aware if their staff are involved in this type of surveillance. 
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23. Use of Third-Party Surveillance 

23.1 In some circumstances it may be appropriate or necessary for Barnet Council to work 

with third parties who are not themselves a Public Authority (such as an individual, 

company or non-governmental organisation) to assist with an investigation. Where that 

third party is acting in partnership with or under the direction of the Council, then they 

are acting as our agent and any activities that the third party conducts which meet the 

RIPA definitions of Directed Surveillance should be authorised. This is because the 

agent will be subject to RIPA in the same way as any employee of the Council would 

be. The Authorising Officer should ensure that the agents are qualified or have the 

necessary skills to achieve the objectives.  They should also ensure that they 

understand their obligations under RIPA.  If advice is required, please contact the SRO, 

Authorising Officers or Legal department. 

23.2 Similarly, a surveillance authorisation should also be considered where the Council is 

aware that a third party (that is not a Public Authority) is independently conducting 

surveillance and the Council intends to make use of any suitable material obtained by 

the third party for the purposes of a specific investigation. 

 
 
 
 
 
24. Surveillance Equipment 
 

24.1 The Council will maintain a central register of all surveillance equipment such as 

cameras and noise monitoring devices. This will require a description, Serial Number, 

an explanation of its capabilities. 

24.2 The register will be held and maintained by SRO and Authorising Officers. This 

equipment is available for authorised departments use. 

24.3 All equipment capable of being used for Directed Surveillance such as cameras etc. 

should be fit for purpose for which they are intended. 

24.4 When completing an Authorisation, the applicant must provide the Authorising Officer 

with details of any equipment to be used and its technical capabilities.  The Authorising 

Officer will have to take this into account when considering the intrusion issues, 

proportionality and whether the equipment is fit for the required purpose. The 

Authorising Officer must make it clear on the Authorisation exactly what equipment if 

any they are authorising and in what circumstances. 
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PART C.. Covert Human Intelligence Sources (CHIS)   

25. Introduction 

25.1 RIPA covers the activities of Covert Human Intelligence Sources (CHIS) which relates 

not only to sources commonly known as informants (members of the public providing 

the Council with information), but also the activities of undercover officers.  It matters 

not whether they are employees of the Council, agents or members of the public 

engaged by the Council to establish or maintain a covert relationship with someone to 

obtain information.  

25.2 Not all human source activity will meet the definition of a CHIS. For example, a source 

may be a public volunteer or someone who discloses information out of professional 

or statutory duty or has been tasked to obtain information other than by way of a covert 

relationship.  However, Officers must be aware that such information may have been 

obtained in the course of an ongoing relationship with a family member, friend or 

business associate. The Council has a duty of care to all members of the public who 

provide information to us and appropriate measures must be taken to protect that 

source.  How the information was obtained should be established to determine the best 

course of action.  The source and information should also be managed correctly in line 

with CPIA and the disclosure provisions. 

25.3 Recognising when a source becomes a CHIS is therefore important as this type of 

activity may need authorisation. Should a CHIS authority be required, all of the staff 

involved in the process should make themselves fully aware of the contents of this 

Policy and the CHIS codes of Practice. 

25.4 A CHIS, their conduct, and the use to which they are put is defined within Section 26(7) 

and (8) of RIPA. Chapter 2 of the relevant Code provides examples of where this 

regime may apply. 

25.5 Legal advice MUST always be sought where consideration is given to the use of CHIS.  

 

26. Definition of CHIS 

26.1 Individuals act as a covert human intelligence sources (CHIS) if they: 

i) establish or maintain a covert relationship with another person to obtain 

information.  

 ii) covertly give access to information to another person, or  

iii) disclose information covertly which they have obtained using the relationship 

or they have obtained because the relationship exists.  

26.2 A relationship is established, maintained or used for a covert purpose if and only if it is 

conducted in a manner that is calculated to ensure that one of the parties to the 

relationship is unaware of the purpose. This does not mean the relationship with the 

Council Officer and the person providing the information, as this is not covert.  It relates 

to how the information was either obtained or will be obtained. Was it or will it be 

obtained from a third party without them knowing it was being passed on to the 

Council?  This would amount to a covert relationship.  
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26.3 It is possible, that a person will become engaged in the conduct of a CHIS without a 

public authority inducing, asking or assisting the person to engage in that conduct. An 

authorisation should be considered, for example, where a public authority is aware that 

a third party is independently maintaining a relationship (i.e. “self-tasking”) in order to 

obtain evidence of criminal activity, and the public authority intends to make use of that 

material for its own investigative purposes. (Section 2.26 Codes of CHIS Codes of 

Practice 

 

27. Vulnerable and Juvenile CHIS 

27.1 Special consideration must be given to the use of a Vulnerable Individual as a CHIS. 

A ‘Vulnerable Individual’ is a person who is or may be in need of community care 

services by reason of mental or other disability, age or illness and who is or may be 

unable to take care of himself, or unable to protect himself against significant harm or 

exploitation. Any individual of this description, or a Juvenile as defined below, should 

only be authorised to act as a source in the most exceptional circumstances and only 

then when authorised by the Chief Executive (or, in his absence, the Deputy Chief 

Executive). 

27.2 Special safeguards also apply to the use or conduct of Juvenile Sources; that is 

sources under the age of 18 years. On no occasion should the use or conduct of a 

source under 16 years of age be authorised to give information against his parents or 

any person who has parental responsibility for him. 

27.3 If the use of a Vulnerable Individual or a Juvenile is being considered as a CHIS you 

must consult legal services and the SRO before authorisation is sought as 

authorisations should not be granted in respect of a Juvenile CHIS unless the special 

provisions contained within the Regulation of Investigatory Powers (Juveniles) Order 

2000; SI No. 715/2018 are satisfied.  

 

28. Lawful Criteria 

28.1 The lawful criteria for CHIS authorisation is prevention and detection of crime and 

prevention of disorder. The serious crime criteria of the offence carrying a 6-month 

sentence etc. does not apply to CHIS.   

28.2 Authorisations for Juvenile Sources must be authorised by the Chief Executive of the 

Council (or, in their absence, the Deputy Chief Executive). 

 

29. Conduct and Use of a Source 

29.1 The way the Council use a CHIS for covert activities is known as ‘the use and conduct’ 

of a source.  

29.2 The use of a CHIS involves any action on behalf of a Public Authority to induce, ask or 

assist a person to engage in the conduct of a CHIS, or to obtain information by means 

of the conduct of a CHIS. 

29.3 The conduct of a CHIS is establishing or maintaining a personal or other relationship 

with another person for the covert purpose of: 
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a. Using such a relationship to obtain information, or to provide access to 

information to another person, or 

b. Disclosing information obtained by the use of such a relationship or as a 

consequence of such a relationship or 

c. Is incidental to anything falling within a and b above. 

29.4 In other words, an authorisation for conduct will authorise steps taken by the CHIS on 

behalf, or at the request, of a Public Authority.  

29.5 The use of a source is what the Authority does in connection with the source, such as 

tasking (see section 32), and the conduct is what a source does to fulfil whatever tasks 

are given to them or which is incidental to it.  The Use and Conduct require separate 

consideration before authorisation. However, they are normally authorised within the 

same authorisation. 

29.6 The same authorisation form is used for both use and conduct. A Handler and 

Controller must also be designated, as part of the authorisation process, and the 

application can only be authorised if necessary and proportionate. Detailed records of 

the use, conduct and tasking of the source also have to be maintained (see section 

36). 

 

29.7 Care should be taken to ensure that the CHIS is clear on what is or is not authorised 

at any given time, and that all the CHIS's activities are properly risk assessed. Care 

should also be taken to ensure that relevant applications, reviews, renewals and 

cancellations are correctly performed. (Section 210 CHIS Codes of Practice)  

29.8 Careful consideration must be given to any particular sensitivities in the local 

community where the CHIS is being used and of similar activities being undertaken by 

other public authorities which could have an impact on the deployment of the CHIS. 

Consideration should also be given to any adverse impact on community confidence 

or safety that may result from the use or conduct of a CHIS or use of information 

obtained from that CHIS. (Section 3.18 CHIS Codes of Practice)  

 

30. Handler and Controller 

30.1 Covert Human Intelligence Sources may only be authorised if the following 

arrangements are in place: 

 That there will at all times be an officer (the Handler) within the Council who 

will have day to day responsibility for dealing with the source on behalf of the 

authority, and for the source’s security. The Handler is likely to be the 

investigating officer.   

 

 That there will at all times be another officer within the Council who will have 

general oversight of the use made of the source; (Controller) i.e. the line 

manager. 
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 That there will at all times be an officer within the Council who has 

responsibility for maintaining a record of the use made of the source. See 

CHIS record keeping (see section 36) 

 

30.2 The Handler will have day to day responsibility for: 

 
 Dealing with the source on behalf of the Local Authority concerned; 

  

 Risk assessments 
 

 Directing the day to day activities of the source; 
 

 Recording the information supplied by the source; and 
 

 Monitoring the source’s security and welfare.  
 

 Informing the Controller of concerns about the personal circumstances of the 
CHIS that might effect the validity of the risk assessment or conduct of the CHIS 

 

30.3 The Controller will be responsible for: 

 The management and supervision of the “Handler” and 

 

 General oversight of the use of the CHIS; 

 

 maintaining an audit of case work sufficient to ensure that the use or conduct 

of the CHIS remains within the parameters of the extant authorisation.  

 

31. Undercover Officers 

 

31.1 Oversight and management arrangements for undercover operatives, while following 

the principles of the Act, will differ, in order to reflect the specific role of such individuals 

as members of the Council. The role of the handler will be undertaken by a person 

referred to as a ‘cover officer’. (Section 6.9 CHIS Codes of Practice).  

 

32. Tasking 

32.1 Tasking is the assignment given to the source by the Handler or Controller such as by 

asking them to obtain information, to provide access to information or to otherwise act, 

incidentally, for the benefit of the relevant Local Authority. Authorisation for the use or 

conduct of a source is required prior to any tasking where such tasking requires the 

source to establish or maintain a personal or other relationship for a covert purpose. 

32.2 In some instances, the tasking given to a person will not require the source to establish 

a personal or other relationship for a covert purpose. For example, a member of the 

public is asked to maintain a record of all vehicles arriving and leaving a specific 

location or to record the details of visitors to a neighbouring house. A relationship has 

not been established or maintained in order to gather the information and a CHIS 

authorisation is therefore not available. Other authorisations under the Act, for 

example, Directed Surveillance, may need to be considered where there is a possible 

interference with the Article 8 rights of an individual. 
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32.3 Authorisations should not be drawn so narrowly that a separate authorisation is 

required each time the CHIS is tasked. Rather, an authorisation might cover, in broad 

terms, the nature of the source’s task.  

 

33. Risk Assessments 

33.1 The Council has a responsibility for the safety and welfare of the source and for the 

consequences to others of any tasks given to the source. It is a requirement of the 

codes that a risk assessment is carried out. This should be submitted with the 

authorisation request. The risk assessment should provide details of how the CHIS is 

going to be handled It should also take into account the safety and welfare of the CHIS 

in relation to the activity and should consider the likely consequences should the role 

of the CHIS become known. The ongoing security and welfare of the CHIS after the 

cancellation of the authorisation should also be considered at the outset.  

 

34. Use of Equipment by a CHIS 

34.1 If a CHIS is required to wear or carrying a surveillance device such as a covert camera 

it does not need a separate intrusive or Directed Surveillance authorisation, provided 

the device will only be used in the presence of the CHIS. It should be authorised as 

part of the conduct of the CHIS.  

34.2 CHIS, whether or not wearing or carrying a surveillance device, in residential premises 

or a private vehicle, does not require additional authorisation to record any activity 

taking place inside those premises or that vehicle which takes place in their presence. 

This also applies to the recording of telephone conversations. This should have been 

identified at the planning stage. 

 

35. CHIS Management 

35.1 The operation will require managing by the Handler and Controller which will include 

ensuring that the activities of the source and the operation remain focused and there 

is no status drift. It is important that the intrusion is assessed to ensure the operation 

remains proportionate. The security and welfare of the source will also be monitored. 

The Authorising Officer should maintain general oversight of these functions. 

35.2 During CHIS activity, there may be occasions when unforeseen actions or 

undertakings occur. Such incidences should be recorded as soon as practicable after 

the event and if the existing authorisation is insufficient, it should either be dealt with 

by way of a review and re-authorised (for minor amendments only) or it should be 

cancelled, and a new authorisation obtained before any further action is carried out. 

Similarly, where it is intended to task a CHIS in a new significantly different way than 

previously identified, the proposed tasking should be referred to the Authorising 

Officer, who should consider whether a separate authorisation is required. This should 

be done in advance of any tasking and details of such referrals must be recorded. 

  

36. CHIS Record Keeping 
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36.1 Centrally Retrievable Record of Authorisations  

 

36.2 A centrally retrievable record of all authorisations is held by Barnet Council.  This 

record contains the relevant information to comply with the Codes of Practice. These 

records are updated whenever an authorisation is granted, renewed or cancelled and 

are available to the Investigatory Powers Commissioner (IPCO) upon request.  

 

36.3 The records are retained for 5 years from the ending of the authorisation.  

 

 

36.4 Individual Source Records of Authorisation and Use of CHIS 

 

36.5 Detailed records must be kept of the authorisation and the use made of a CHIS. An 

authorising officer must not grant an authorisation for the use or conduct of a CHIS 

unless they believe that there are arrangements in place for ensuring that there is at 

all times a person with the responsibility for maintaining a record of the use made of 

the CHIS. The Regulation of Investigatory Powers (Source Records) Regulations 

2000; SI No: 2725 details the particulars that must be included in these records.  

 

 

 

36.6 The particulars to be contained within the records are; 

 

a. The identity of the source; 

 

b. The identity, where known, used by the source; 

 

c. Any relevant investigating authority other than the authority maintaining the 

records; 

 

d. The means by which the source is referred to within each relevant investigating 

authority; 

 

e. Any other significant information connected with the security and welfare of the 

source; 

 

f. Any confirmation made by a person granting or renewing an authorisation for 

the conduct or use of a source that the information in paragraph (d) has been 

considered and that any identified risks to the security and welfare of the source 

have where appropriate been properly explained to and understood by the 

source;  

 

g. The date when, and the circumstances in which the source was recruited; 

 

h. Identity of the Handler and Controller (and details of any changes) 

 

i. The periods during which those persons have discharged those 

responsibilities; 
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j. The tasks given to the source and the demands made of him in relation to his 

activities as a source; 

 

k. All contacts or communications between the source and a person acting on 

behalf of any relevant investigating authority; 

 

l. The information obtained by each relevant investigating authority by the 

conduct or use of the source; 

 

m. Any dissemination by that authority of information obtained in that way; and 

 

n. In the case of a source who is not an undercover operative, every payment, 

benefit or reward and every offer of a payment, benefit or reward that is made 

or provided by or on behalf of any relevant investigating authority in respect of 

the source's activities for the benefit of that or any other relevant investigating 

authority. 

 

36.7 The person maintaining these records is the RIPA Co Ordinator  

 

36.8 Public authorities are also encouraged to maintain auditable records for individuals 

providing intelligence who do not meet the definition of a CHIS. This will assist 

authorities to monitor the status of a human source and identify whether that person 

should be duly authorised as a CHIS. This should be updated regularly to explain why 

authorisation is not considered necessary. Such decisions should rest with those 

designated as Authorising Officers within Public Authorities. (Section 7.5 CHIS Codes 

of Practice).   

 

 

36.9. Further Documentation  
 
36.10 In addition to the above, when appropriate records or copies of the following, as are 

retained by Barnet Council for 5 years:  

 

 A copy of the authorisation together with any supplementary documentation 

and notification of the approval given by the authorising officer;  

 

 A copy of any renewal of an authorisation, together with the supporting 

documentation submitted when the renewal was requested;  

 

 The reason why the person renewing an authorisation considered it 

necessary to do so;  

 

 Any authorisation which was granted or renewed orally (in an urgent case) 

and the reason why the case was considered urgent;  

 

 Any risk assessment made in relation to the CHIS;  

 

 The circumstances in which tasks were given to the CHIS;  
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 The value of the CHIS to the investigating authority;  

 

 A record of the results of any reviews of the authorisation;  

 

 The reasons, if any, for not renewing an authorisation; 

 

 The reasons for cancelling an authorisation; and  

 

 The date and time when any instruction was given by the authorising officer 

that the conduct or use of a CHIS must cease.  

 

 A copy of the decision by a Judicial Commissioner on the renewal of an 

authorisation beyond 12 months (where applicable).  

 

36.11 The records kept by the Council should be maintained in such a way as to preserve 

the confidentiality, or prevent disclosure of the identity of the CHIS, and the information 

provided by that CHIS. (Sec 7.7 CHIS Codes of Practice) 

 
36.12 The relevant application forms are available in the Appendices:  

  

 https://www.gov.uk/government/collections/ripa-forms--2 

 

 Appendix 5  Application for the conduct or use of Covert Human 
Intelligence Source (CHIS) 

 

  Appendix 6  Review of a Covert Human Intelligence Source (CHIS) 
operation 

 

 Appendix 7  Application for renewal of a Covert Human Intelligence 
Source (CHIS) operation 

 

 Appendix 8 Cancellation of an authorisation for a Covert Human 
Intelligence Source (CHIS) operation 
 

References in these forms to the ‘Code’ are to the Covert Human Intelligence Sources 

Code of Practice, which should be consulted for further guidance.   

 

 

 

PART D. RIPA Roles and Responsibilities 

 

37. The Senior Responsible Officer (SRO) 

37.1 The nominated Senior Responsible Officer is the Executive Director of Assurance with 

responsibilities for:  

 The integrity of the process in place within Barnet Council to authorise Directed 

and Intrusive Surveillance;  
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 Compliance with the relevant sections of RIPA and the Codes of Practice;  

 

 Oversight of the reporting of errors to the Investigatory Powers Commissioner 

(IPC) and the identification of both the cause(s) of errors and the 

implementation of processes to minimise repetition of errors;  

 

 Engagement with the Investigatory Powers Commissioner Office (IPCO) and 

the inspectors who support the Commissioner when they conduct their 

inspections; 

 

 Where necessary, overseeing the implementation of any recommended post-

inspection action plans and  

 

 Ensuring that all Authorising Officers are of an appropriate standard, 

addressing any recommendations and concerns in the inspection reports 

prepared by the Investigatory Powers Commissioner.  

38. RIPA Co-Ordinator  

38.1 The RIPA Co-Ordinator is responsible for storing all the original authorisations, 

reviews, renewals and cancellation forms and the signed approval or refusal 

documentation from the JP. This will include any authorisations that have not been 

authorised by the Authorising Officer or refused by a JP.   

38.2 The RIPA Co-ordinator will: - 

 Keep the copies of the forms for a period of at least 5 years;  

 

 Keep the Central Register (a requirement of the Codes of Practice) of all of 

the authorisations, renewals and cancellations; and Issue the unique 

reference number. 

 

 Keep a database for identifying and monitoring expiry dates and renewal 

dates. 

 

 Along with, Directors, Service Managers, Authorising Officers, and the 

Investigating Officers must ensure that any electronic and paper records 

relating to a RIPA investigation are used, retained or destroyed in line with the 

Councils Information Management policies, departmental retention schedules 

and the Data Protection Act 2008. (DPA) 

 

 Provide administrative support and guidance on the processes involved. 

 

 Monitor the authorisations, renewals and cancellations with a view to ensuring 

consistency throughout the Council; 

 

 Monitor each department's compliance and act on any cases of non-

compliance; 
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 Provide training and further guidance and awareness of RIPA and the 

provisions of this Policy; and Review the contents of this Policy.  

 
39. Managers Responsibility and Management of the Activity 

39.1 Line Managers within each department of the Council are responsible for ensuring that 

in all cases where surveillance is required, due consideration is given to the need for 

covert surveillance before application is made for authorisation. That includes the 

consideration of using overt action, routine enquiries or inspections which are less 

intrusive. 

39.2 If authorised it is important that all those involved in undertaking Directed Surveillance 

activities, including Line managers, are fully aware of the extent and limits of the 

authorisation. There should be an ongoing assessment for the need for the activity to 

continue including ongoing assessments of the intrusion.  All material obtained, 

including evidence, should be stored in line with relevant legislation and procedures to 

safeguard its integrity and reduce a risk of challenge. (See use of material as evidence 

section 60) 

39.3 Line Managers should also ensure that the relevant reviews (see section 52), renewals 

(see section 53)  and cancellations (see section 54) are completed by the applicant in 

accordant with the codes and the dates set throughout the process.   

 

40. Investigating Officers/Applicant  

40.1 The applicant is normally an investigating officer who completes the application section 

of the RIPA form. Investigating Officers should think about the need to undertake 

Directed Surveillance or the use of a CHIS before they seek authorisation and discuss 

it with their Line manager.  Investigating Officers need to consider whether they can 

obtain the information or achieve their objective by using techniques other than covert 

surveillance.   

40.2 The applicant or some other person must carry out a feasibility study as this should be 

seen by the Authorising Officer.  The person seeking the authorisation should then 

complete the application form having regard to the guidance given in this Policy and 

the statutory Codes of Practice. There should not be any real delay between the 

feasibility study and the completion of the application form to ensure that the details 

within the application are accurate and will not have changed. The form should then 

be submitted to the Authorising Officer for authorisation. 

40.3 The applicant is likely to attend court to seek the approval of a JP. and if approved and 

involved in the covert activity they must only carry out what is authorised and approved.  

They, or some other person will also be responsible for the submission of any reviews, 

renewals and cancellations.   

 

41. Authorising Officers 

41.1 The Regulation of Investigatory Powers (Directed Surveillance and Covert Human 

Intelligence Sources) Order 2010 prescribes that for Local Authorities the Authorising 

143



 

28 
 

Officer shall be a Director, Head of Service, Service Manager or equivalent as distinct 

from the officer responsible for the conduct of an investigation.  

 

41.2 The role of the Authorising Officers is to consider whether to authorise, review, or 

renew an authorisation. They must also officially cancel the RIPA covert activity. 

Authorising Officers must have been trained to an appropriate level so as to have an 

understanding of the requirements in the Codes of Practice and that must be satisfied 

before an authorisation can be granted. 

41.3 Authorising Officers should not be responsible for authorising investigations or 

operations in which they are directly involved. Where an Authorising Officer authorises 

such an investigation or operation, the central record of authorisations should highlight 

this, and it should be brought to the attention of a Commissioner or Inspector during 

their next inspection.  

41.4 Authorisations must be given in writing by the Authorising Officer by completing the 

relevant section on the authorisation form. When completing an authorisation, the case 

should be presented in a fair and balanced way. In particular, all reasonable efforts 

should be made to take into account information which weakens the case for the 

authorisation. 

41.5 Authorising Officers must explain why they believe the activity is both necessary (see 

section 42) and proportionate (see section 43), having regard to the collateral intrusion.  

They must also consider any similar activity which may be taking place, or sensitivities 

in the area. 

41.6 They also need to explain exactly what they are authorising, against who, in what 

circumstances, where etc. and that the level of the surveillance is appropriate to 

achieve the objectives.  It is important that this is made clear on the authorisation as 

the surveillance operatives are only allowed to carry out what is authorised.  This will 

assist with avoiding errors.  

41.7 If any equipment such as covert cameras are to be used, the Authorising Officer should 

know the capability of the equipment before authorising its use.  This will have an 

impact on collateral intrusion, necessity and proportionality. They should not rubber-

stamp a request.  It is important that they consider all the facts to justify their decision.  

They may be required to justify their actions in a court of law or some other tribunal. 

41.8 The Authorising Officer may be required to attend court to explain what has been 

authorised and why. 

41.9 Authorised Officers must acquaint themselves with the relevant Codes of Practice 

issued by the Home Office regarding RIPA and the current Procedures and Guidance 

issued by the Commissioner. This document also details the latest operational 

guidance to be followed. It is recommended that Authorising Officers hold their own 

copy of this document.  

 

42 Necessity 
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42.1 Obtaining an authorisation under RIPA will only ensure that there is a justifiable 

interference with an individual’s Article 8 rights if it is necessary and proportionate for 

these activities to take place.    

42.2 The Act first requires that the person granting an authorisation believe that the 

authorisation is necessary in the circumstances of the particular case for one or more 

of the statutory grounds which for Local Authority Directed Surveillance is the 

prevention and detection of crime and that the crime attracts a custodial sentence of a 

maximum of 6 months or more, or for the purpose of preventing or detecting specified 

criminal offences relating to the underage sale of alcohol and tobacco.  

42.3 The lawful criteria for CHIS is prevention and detection of crime and prevention of 

disorder and the offence does not have to have a sentence of 6 months imprisonment. 

42.4 The applicant and Authorising Officers must also be able to demonstrate why it is 

necessary to carry out the covert activity to achieve the objectives and that there were 

no other means of obtaining the same information in a less intrusive method. This is a 

part of the authorisation form. 

 

43. Proportionality 

43.1 If the activities are deemed necessary, the Authorising Officer must also believe that 

they are proportionate to what is sought to be achieved by carrying them out.  This 

involves balancing the seriousness of the intrusion into the privacy of the subject of the 

operation (or any other person who may be affected) against the need for the activity 

in investigative and operational terms. 

43.2 The authorisation will not be proportionate if it is excessive in the overall circumstances 

of the case. Each action authorised should bring an expected benefit to the 

investigation or operation and should not be disproportionate or arbitrary. The fact that 

a suspected offence may be serious will not alone render the proposed actions 

proportionate. Similarly, an offence may be so minor that any deployment of covert 

techniques would be disproportionate. No activity should be considered proportionate 

if the information which is sought could reasonably be obtained by other less intrusive 

means. 

43.3 When explaining proportionality, the Authorising Officer should explain why the 

methods and tactics to be adopted during the surveillance is not disproportionate. 

43.4 The codes provide guidance relating to proportionality which should be considered by 

both applicants and Authorising Officers: 

 Balancing the size and scope of the proposed activity against the gravity and 

extent of the perceived crime or offence; 

 

 Explaining how and why the methods to be adopted will cause the least 

possible intrusion on the subject and others;  

 

 Considering whether the activity is an appropriate use of the legislation and a 

reasonable way, having considered all reasonable alternatives, of obtaining 

the necessary result; 
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 Evidencing, as far as reasonably practicable, what other methods had been 

considered and why they were not implemented. 

 

 

 

44. Collateral Intrusion 

44.1 Before authorising applications for Directed Surveillance, the Authorising Officer 

should also take into account the risk of obtaining collateral intrusion which is private 

information about persons who are not subjects of the surveillance.  

44.2 Staff should take measures, wherever practicable, to avoid or minimise unnecessary 

intrusion into the privacy of those who are not the intended subjects of the surveillance. 

Where such collateral intrusion is unavoidable, the activities may still be authorised, 

provided this intrusion is considered proportionate to what is sought to be achieved. 

The same proportionality tests apply to anticipated collateral intrusion as to intrusion 

into the privacy of the intended subject of the surveillance. 

44.3 All applications must therefore include an assessment of the risk of collateral intrusion 

and detail the measures taken to limit this to enable the Authorising Officer fully to 

consider the proportionality of the proposed actions. This is detailed in a section within 

the authorisation form. 

44.4 In order to give proper consideration to collateral intrusion, an Authorising Officer 

should be given full information regarding the potential scope of the anticipated 

surveillance, including the likelihood that any equipment deployed may cause intrusion 

on persons or property other than the subject(s) of the application. If an automated 

system such as an online search engine is used to obtain the information, the 

Authorising Officer should be made aware of its potential extent and limitations. 

Material which is not necessary or proportionate to the aims of the operation or 

investigation should be discarded or securely retained separately where it may be 

required for future evidential purposes. It may also need retaining under CPIA. The 

Authorising Officer should ensure appropriate safeguards for the handling, retention or 

destruction of such material, as well as compliance with Data Protection Act 

requirements. 

44.5 Where it is proposed to conduct surveillance activity specifically against individuals 

who are not suspected of direct or culpable involvement in the overall matter being 

investigated, interference with the privacy of such individuals should not be considered 

as collateral intrusion but rather as intended intrusion. 

44.6 In the event that authorised surveillance unexpectedly and unintentionally interferes 

with the privacy of any individual other than the intended subject, the authorising officer 

should be informed by submitting a review form. Consideration should be given in any 

such case to the need for any separate or additional authorisation. 

44.7 Where a Public Authority intends to access a social media or other online account to 

which they have been given access with the consent of the owner, the authority will 

still need to consider whether the account(s) may contain information about others who 

have not given their consent. If there is a likelihood of obtaining private information 

about others, the need for a Directed Surveillance authorisation should be considered, 
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particularly (though not exclusively) where it is intended to monitor the account going 

forward. 

 

 

PART E. The Application and Authorisation Process  

 

45. Relevant Forms 

45.1 For both Directed Surveillance and CHIS authorisations there are 4 forms within the 

process.  They are: 

 Authorisation 

 Review 

 Renewal 

 Cancellation 

45.2 All the forms can be obtained from the Government Website at 

https://www.gov.uk/government/collections/ripa-forms--2 

46. Duration of Authorisations 

46.1 Authorisations must be given for the maximum duration from the Date approved by the 

JP/Magistrate but reviewed on a regular basis and formally cancelled when no longer 

needed. They do not expire, they must be cancelled when the surveillance is no longer 

proportionate or necessary. Therefore, a Directed Surveillance authorisation will cease 

to have effect after three months from the date of approval by the Magistrate unless 

renewed or cancelled. Durations detailed below: 

Directed Surveillance   3 Months 

Renewal     3 Months 

Covert Human Intelligence Source  12 Months 

Renewal      12 months 

Juvenile Sources    4 Months 

Renewal     4 Months 

46.2 It is the responsibility of the Investigating Officer to make sure that the authorisation is 

still valid when they undertake surveillance. 

47. Applications/Authorisation 

47.1 The applicant or some other person must carry out a feasibility study and intrusion 

assessment as this may be required by the Authorising Officer.  The person seeking 

the authorisation should then complete the application form having regard to the 

guidance given in this Policy and the statutory Codes of Practice. There should not be 

any real delay between the feasibility study and the completion of the application form 

to ensure that the details within the application are accurate and will not have changed. 

The form should then be submitted to the Authorising Officer for authorisation.  
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47.2 When completing an application for authorisation, the applicant must ensure that the 

case for the authorisation is presented in the application in a fair and balanced way. In 

particular, all reasonable efforts should be made to take into account information which 

weakens the case for the warrant or authorisation. This is a requirement of the codes. 

47.3 All the relevant sections must be completed with sufficient information to ensure that 

applications are sufficiently detailed for the Authorising Officer to consider Necessity, 

Proportionality having taken into account the Collateral Intrusion issues Cutting and 

pasting or using template entries should not take place as this would leave the 

process open to challenge. 

47.4 If it is intended to undertake both Directed Surveillance and the use of a CHIS on the 

same surveillance subject, the respective authorisation should be completed and the 

respective procedures followed. Both activities should be considered separately on 

their own merits. 

47.5 All applications will be submitted to the Authorising Officer via the Line Manager of the 

appropriate enforcement team in order that they are aware of the application and 

activities being undertaken by the staff.  The Line Manager will perform an initial quality 

check of the application. However, they should not be involved in the sanctioning of 

the authorisation. The form should then be submitted to the Authorising Officer.  

47.6 Applications whether authorised or refused will be issued with a unique number 

(obtained from the RIPA Co-Ordinator).  The number will be taken from the next 

available number in the central record of authorisations which is held by the RIPA 

Coordinator.   

47.7 If not authorised, feedback will be provided to the applicant and the application will be 

forwarded to the RIPA Co-Ordinator for recording and filing. If having received the 

feedback, the applicant feels it is appropriate to re submit the application, they can do 

so and it will then be considered again. 

47.8 Following authorisation, the applicant will then complete the relevant section of the 

judicial application/order form. Although this form requires the applicant to provide a 

brief summary of the circumstances of the case, this is supplementary to and does not 

replace the need to supply a copy and the original RIPA authorisation as well.  

 

48. Arranging the Court Hearing 

48.1 It will be necessary within office hours to contact the administration at the Magistrates’ 

Court to arrange a hearing.   The hearing will be in private and heard by a single JP. 

The application to the JP will be on oath. 

48.2 Officers who may present the application at these proceedings will need to be formally 

designated by the Council under section 223 of the Local Government Act 1972 to 

appear, be sworn in and present evidence or information as required by the JP.  If in 

doubt as to whether you are able to present the application seek advice from the legal 

department.  

 

49. Attending the Hearing 
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49.1 The applicant will attend the hearing; however, in some cases the Authorising Officer 

may also attend the hearing if required as the applicant can’t answer questions directed 

for the Authorising Officer. Upon attending the hearing, the officer must present to the 

JP the partially completed judicial application/order form, the original and a copy of the 

RIPA application/authorisation form, together with any supporting documents setting 

out the case. The original RIPA authorisation should be shown to the JP but will be 

retained by the Council so that it is available for inspection by IPCO, and in the event 

of any legal challenge or investigations by the Investigatory Powers Tribunal (IPT).  

49.2 The JP will read and consider the RIPA authorisation and the judicial application/order.  

They may have questions to clarify points or require additional reassurance on 

particular matters. These questions are supplementary to the content of the application 

form.  However, the forms and supporting papers must by themselves make the 

case. It is not sufficient for the Council to provide oral evidence where this is not 

reflected or supported in the papers provided.  

49.3 The JP will consider whether they are satisfied that at the time the authorisation was 

granted or renewed, there were reasonable grounds for believing that the authorisation 

was necessary and proportionate. In addition, they must be satisfied that the person 

who granted the authorisation was an appropriate Designated Person within the 

Council to authorise the activity and the authorisation was made in accordance with 

any applicable legal restrictions, for example, the crime threshold for Directed 

Surveillance. 

50. Decision of the Justice of the Peace (JP) 

50.1 The JP has a number of options which are: 

50.2 Approve or renew an authorisation. If approved by the JP, the date of the approval 

becomes the commencement date for the duration of the three months and the officers 

are now allowed to undertake the activity. 

50.3 Refuse to approve or renew an authorisation. The RIPA authorisation will not take 

effect and the Council may not use the technique in that case.  

50.4 Where an application has been refused, the applicant may wish to consider the 

reasons for that refusal. If more information was required by the JP to determine 

whether the authorisation has met the tests, and this is the reason for refusal, the 

officer should consider whether they can reapply. For example, if there was information 

to support the application which was available to the Council, but not included in the 

papers provided at the hearing. 

50.5 For, a technical error (as defined by the JP), the form may be remedied without going 

through the internal authorisation process again. The officer may then wish to reapply 

for judicial approval once those steps have been taken.  

50.6 Refuse to approve or renew and quash the authorisation. This applies where the 

JP refuses to approve or renew the authorisation and decides to quash the original 

authorisation.  However, the court must not exercise its power to quash the 

authorisation unless the applicant has had at least 2 business days from the date of 

the refusal in which to make representations. If this is the case, the officer will inform 

the Legal who will consider whether to make any representations.   

149



 

34 
 

50.7 The JP will record their decision on the order section of the judicial application/order 

form. The court administration will retain a copy of the Council’s RIPA application and 

authorisation form and the judicial application/order form.  The officer will retain the 

original authorisation and a copy of the judicial application/order form. 

50.8 The Council may only appeal a JP decision on a point of law by judicial review. If such 

a concern arises, Legal will decide what action if any should be taken. 

 

51. Post Court Procedure 

51.1 It will be necessary to work out the cancellation date from the date of approval and 

ensure that the applicant and the Authorising Officer is aware. The original application 

and the copy of the judicial application/order form should be forwarded to the RIPA Co-

Ordinator. A copy will be retained by the applicant and if necessary by the Authorising 

Officer.  The central register will be updated with the relevant information to comply 

with the Codes of Practice and the original documents filed and stored securely. 

51.2 Where dates are set within the process such as reviews, they must be adhered to.  

This will help with demonstrating that the process has been managed correctly in line 

with the Codes of Practice and reduce the risk of errors. 

 

52. Reviews 

52.1 When an application has been authorised and approved by a JP, regular reviews must 

be undertaken by the Authorising Officer to assess the need for the surveillance to 

continue.  

52.2 In each case the Authorising Officer should determine how often a review should take 

place at the outset. This should be as frequently as is considered necessary and 

practicable. Particular attention is drawn to the need to review authorisations frequently 

where the surveillance provides a high level of intrusion into private life or significant 

collateral intrusion, or confidential information. They will record when they are to take 

place on the application form. This decision will be based on the circumstances of each 

application.  However, reviews will be conducted on a monthly or less basis to ensure 

that the activity is managed. It will be important for the Authorising Officer to be aware 

of when reviews are required to ensure that the applicants submit the review form on 

time. 

52.3 Applicants should submit a review form by the review date set by the Authorising 

Officer.  They should also use a review form for changes in circumstances to the 

original application which would include a change to the level of intrusion so that the 

need to continue the activity can be re-assessed.  However, if the circumstances or 

the objectives have changed considerably, or the techniques to be used are now 

different, a new application form should be submitted, and it will be necessary to follow 

the process again and be approved by a JP.  The applicant does not have to wait until 

the review date if it is being submitted for a change in circumstances. 

52.4 Line mangers of applicants should also make themselves aware of when the reviews 

are required to ensure that the relevant forms are completed on time. 
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52.5 The reviews are dealt with internally by submitting the review form to the Authorising 

Officer.  There is no requirement for a review form to be submitted to a JP. 

52.6 The results of a review should be recorded on the central record of authorisations.   

 

53. Renewal 

53.1 A renewal form is to be completed by the applicant when the original authorisation 

period is about to expire but Directed Surveillance or the use of a CHIS is still required.  

53.2 Should it be necessary to renew an authorisation for Directed Surveillance or CHIS, 

this must be approved by a JP.  

53.3 Applications for renewals should not be made until shortly before the original 

authorisation period is due to expire. However, they must take account of factors which 

may delay the renewal process (e.g. intervening weekends or the availability of the 

relevant Authorising Officer and a JP to consider the application). 

53.4 The applicant should complete all the sections within the renewal form and submit the 

form to the Authorising Officer for consideration.   

53.5 Authorising Officers should examine the circumstances with regard to Necessity, 

Proportionality and the Collateral Intrusions issues before making a decision to renew 

the activity. A CHIS application should not be renewed unless a thorough review has 

been carried out covering the use made of the source, the tasks given to them and 

information obtained. The Authorising Officer must consider the results of the review 

when deciding whether to renew or not.  The review and the consideration must be 

documented. 

53.6 If the Authorising Officer refuses to renew the application, the cancellation process 

should be completed. If the Authorising Officer authorises the renewal of the activity, 

the same process is to be followed as mentioned earlier for the initial application 

whereby approval must be sought from a JP. 

53.7 A renewal takes effect on the day on which the authorisation would have ceased and 

lasts for a further period of three months.  

54. Cancellation 

54.1 The cancellation form is to be submitted by the applicant or another investigator in their 

absence. The Authorising Officer who granted or last renewed the authorisation must 

cancel it if they are satisfied that the Directed Surveillance no longer meets the criteria 

upon which it was authorised. Where the Authorising Officer is no longer available, this 

duty will fall on the person who has taken over the role of Authorising Officer or the 

person who is acting as Authorising Officer. 

54.2 As soon as the decision is taken that Directed Surveillance should be discontinued, 

the applicant or other investigating officer involved in the investigation should inform 

the Authorising Officer. The Authorising Officer will formally instruct the investigating 

officer to cease the surveillance, noting the time and date of their decision.  This will 

be required for the cancellation form. The date and time when such an instruction was 

given should also be recorded in the central record of authorisations. 
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54.3 The Investigating Officer submitting the cancellation should complete in detail the 

relevant sections of the form and include the period of surveillance and detail if any 

images were obtained, particularly any images containing innocent third parties. The 

Authorising Officer should then take this into account and issues instructions regarding 

the management and disposal of the images etc. See sections 58 to 65 Safeguarding 

and the Use of Surveillance Material below. 

54.4 The cancellation process should also be used to evaluate whether the objectives have 

been achieved and whether the applicant carried out what was authorised. This check 

will form part of the oversight function.  Where issues are identified including errors 

(see section 65), they will be brought to the attention of the Line Manager and the 

Senior Responsible Officer (SRO). This will assist with future audits and oversight and 

comply with the Codes of Practice. 

54.5 When cancelling a CHIS authorisation, an assessment of the welfare and safety of the 

source should also be assessed, and any issues identified. 

54.6 All cancellations must be submitted to Authorising Officer for inclusion in the central 

Record and storing securely with the other associated forms. 

54.7 Do not wait until the 3 month period is up to cancel.  Cancel it at the 

earliest opportunity when no longer necessary and proportionate.  Line 

Managers should be aware of when the activity needs cancelling and 

ensure that staff comply with the procedure. 

 

Part F Central Record and Safeguarding the Material 
 

55. Introduction 
 
55.1 Authorising Officers, applicants and Line Managers of relevant enforcement 

departments may keep whatever records they see fit to administer and manage the 
RIPA application process. This includes the legal obligations under the Criminal 
Procedures and Investigations Act. However, this will not replace the requirements 
under the Codes of Practice, which includes the fact that the Council must hold a 
centrally held and retrievable record.  

 
 
56. Central Record 

56.1 The centrally retrievable record of all authorisations will be held and maintained by 
RIPA Co-Ordinator.  It will be regularly updated whenever an authorisation is applied 
for, refused, granted, renewed or cancelled. The record will be made available to the 
relevant Commissioner or an Inspector from IPCO, upon request. 

56.2 All authorisations and copies of Judicial applications/order forms whether authorised 
or refused, together with review, renewal and cancellation documents, must be sent 
within 48hrs to RIPA Co-Ordinator who will be responsible for maintaining the central 
record of authorisations. They will ensure that all records are held securely with no 
unauthorised access.   
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56.3 The documents contained in the centrally held register should be retained for at least 

5 years from the ending of the authorisation or for the period stipulated by the Council’s 

document retention policy, whichever is greater.  The centrally held register contains 

the following information:  

 

 If refused, (the application was not authorised by the AO) a brief explanation of 

the reason why.  The refused application should be retained as part of the 

central record of authorisation; 

 

 If granted, the type of authorisation and the date the authorisation was given; 

 

 Details of attendances at the magistrates’ court to include the date of 

attendances at court, the determining magistrate, the decision of the court and 

the time and date of that decision;  

 

 Name and rank/grade of the authorising officer; 

 

 The unique reference number (URN) of the investigation or operation; 

 

 The title of the investigation or operation, including a brief description and 

names of subjects, if known; 

 

 Frequency and the result of each review of the authorisation; 

 

 If the authorisation is renewed, when it was renewed and who authorised the 

renewal, including the name and rank/grade of the authorising officer and the 

date renewed by the JP; 

 

 Whether the investigation or operation is likely to result in obtaining confidential 

information as defined in this code of practice; 

 

 The date the authorisation was cancelled;  

 

 Authorisations by an Authorising Officer where they are directly involved in the 

investigation or operation.   If this has taken place it must be brought to the 

attention of a Commissioner or Inspector during their next RIPA inspection.  

 

56.4 As well as the central record Barnet will also retain:  

 A copy of each application, review, renewal and cancellation, copy of the 

judicial application/order form, together with any supplementary 

documentation of the approval given by the Authorising Officer;  

 The frequency and result of reviews prescribed by the Authorising Officer; 

 The date and time when any instruction to cease surveillance was given;  

 The date and time when any other instruction was given by the Authorising 

Officer;  
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 A record of the period over which the surveillance has taken place. This 

should have been included within the cancellation form. 

 

56.5 These documents will also be retained for 5 years from the ending of the authorisation. 

 

57. Safeguarding and the Use of Surveillance Material 

57.1 This section provides guidance on the procedures and safeguards to be applied in 

relation to the handling of any material obtained through Directed Surveillance or CHIS 

activity.  This material may include private, confidential or legal privilege information. It 

will also show the link to other relevant legislation. 

 

57.2 The Council should ensure that their actions when handling information obtained by 
means of covert surveillance or CHIS activity comply with relevant legal frameworks 
and the Codes of Practice, so that any interference with privacy is justified in 
accordance with Article 8(2) of the European Convention on Human Rights. 
Compliance with these legal frameworks, including Data Protection requirements, will 
ensure that the handling of private information obtained continues to be lawful, justified 
and strictly controlled, and is subject to robust and effective safeguards. The material 
will also be subject to the Criminal Procedures Investigations Act (CPIA) 

 

 
58. Authorised Purpose 
 
58.1 Dissemination, copying and retention of material must be limited to the minimum 

necessary for authorised purposes. For the purposes of the RIPA codes, something is 

necessary for the authorised purposes if the material:  

 

 Is, or is likely to become, necessary for any of the statutory purposes set out 

in the RIPA Act in relation to covert surveillance or CHIS activity;  

 Is necessary for facilitating the carrying out of the functions of public 

authorities under RIPA;  

 Is necessary for facilitating the carrying out of any functions of the 

Commissioner or the Investigatory Powers Tribunal;  

 Is necessary for the purposes of legal proceedings; or  

 Is necessary for the performance of the functions of any person by or under 

any enactment.  

 

59. Handling and Retention of Material 

59.1 As mentioned above, all material associated and obtained with an application will be 

subject of the provisions of the Data Protection Act (DPA) 2018 and CPIA Codes of 

Practice. All officers involved within this process should make themselves aware of the 

provisions within this legislation and how it impacts on the whole RIPA process.  

Material obtained, together with relevant associated paperwork should be held 
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securely.  Extra care needs to be taken if the application and material relates to a 

CHIS. 

59.2 Material required to be retained under CPIA should be retained until a decision is taken 

whether to institute proceedings against a person for an offence or if proceedings have 

been instituted, at least until the accused is acquitted or convicted or the prosecutor 

decides not to proceed with the case. 

59.3 Where the accused is convicted, all material which may be relevant must be retained 

at least until the convicted person is released from custody, or six months from the 

date of conviction, in all other cases. 

59.4 If the court imposes a custodial sentence and the convicted person is released from 

custody earlier than six months from the date of conviction, all material which may be 

relevant must be retained at least until six months from the date of conviction. 

59.5 If an appeal against conviction is in progress when released, or at the end of the period 

of six months, all material which may be relevant must be retained until the appeal is 

determined. 

59.6 If retention is beyond these periods it must be justified under DPA. Each relevant 

service within the Council may have its own provisions under their Data Retention 

Policy which will also need to be consulted to ensure that the data is retained lawfully 

and for as long as is necessary. 

 
60. Use of Material as Evidence  
 
60.1 Material obtained through Directed Surveillance, may be used as evidence in criminal 

proceedings. The admissibility of evidence is governed primarily by the common law, 

the Criminal Procedure and Investigations Act 1996 (CPIA), the Civil Procedure Rules, 

section 78 of the Police and Criminal Evidence Act 1996 and the Human Rights Act 

1998.  

 

60.2 Ensuring the continuity and integrity of evidence is critical to every prosecution. 

Accordingly, considerations as to evidential integrity are an important part of the 

disclosure regime under the CPIA and these considerations will apply to any material 

acquired through covert surveillance that is used in evidence. When information 

obtained under a covert surveillance authorisation is used evidentially, the Council will 

be able to demonstrate how the evidence has been obtained, to the extent required by 

the relevant rules of evidence and disclosure.  

60.3 Where the product of surveillance could be relevant to pending or future criminal or 

civil proceedings, it should be retained in accordance with established disclosure 

requirements. In a criminal case the codes issued under CPIA will apply. They require 

that the investigator record and retain all relevant material obtained in an investigation 

and later disclose relevant material to the Prosecuting Solicitor. They in turn will decide 

what is disclosed to the Defence Solicitors. 

 

60.4 There is nothing in RIPA which prevents material obtained under Directed Surveillance 

authorisations from being used to further other investigations  
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61. Dissemination of Information 

61.1 It may be necessary to disseminate material acquired through the RIPA covert activity 

within the Barnet Council or shared outside with other Councils or agencies, including 

the Police. The number of persons to whom any of the information is disclosed, and 

the extent of disclosure, should be limited to the minimum necessary. It must also be 

in connection with an authorised purpose as set out in sec 58 above. It will be 

necessary to consider exactly what and how much information should be disclosed. 

Only so much of the material may be disclosed as the recipient needs; for example, if 

a summary of the material will suffice, no more than that should be disclosed. 

61.2 The obligations apply not just to Barnet Council as the original authority acquiring the 

information, but also to anyone to whom the material is subsequently disclosed. In 

some cases, this will be achieved by requiring the latter to obtain permission from 

Barnet  Council before disclosing the material further. It is important that the Officer In 

Charge (OIC) of the enquiry considers these implications at the point of dissemination 

to ensure that safeguards are applied to the data. 

61.3 A record will be maintained justifying any dissemination of material.  If in doubt, seek 

advice. 

 

62. Storage 

62.1 Material obtained through covert surveillance and CHIS authorisations, and all copies, 

extracts and summaries of it, must be handled and stored securely, so as to minimise 

the risk of loss. It must be held so as to be inaccessible to persons who are not required 

to see the material (where applicable). This requirement to store such material securely 

applies to all those who are responsible for the handling of the material. It will be 

necessary to ensure that both physical and IT security and an appropriate security 

clearance regime is in place to safeguard the material.  

 

63. Copying 

63.1 Material obtained through covert surveillance may only be copied to the extent 

necessary for the authorised purposes set out above. Copies include not only direct 

copies of the whole of the material, but also extracts and summaries which identify 

themselves as the product of covert surveillance, and any record which refers to the 

covert surveillance and the identities of the persons to whom the material relates. 

63.2 In the course of an investigation, Barnet  Council must not act on or further disseminate 

legally privileged items unless it has first informed the Investigatory Powers 

Commissioner that the items have been obtained.  

 

64. Destruction 

64.1 Information obtained through covert surveillance, and all copies, extracts and 

summaries which contain such material, should be scheduled for deletion or 

destruction and securely destroyed as soon as they are no longer needed for the 

authorised purpose(s) set out above. If such information is retained, it should be 
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reviewed at appropriate intervals to confirm that the justification for its retention is still 

valid. In this context, destroying material means taking such steps as might be 

necessary to make access to the data impossible. 

 

Part G. Errors and Complaints 

65.  Errors 

65.1 Errors can have very significant consequences on an affected individual’s rights. 

Proper application of the surveillance and CHIS provisions in the RIPA codes and this 

Policy should reduce the scope for making errors. 

65.2. There are two types of errors within the codes of practice which are: 

 Relevant error and  

 Serious error. 

 

65.3 Relevant Error 

65.4 An error must be reported if it is a “relevant error”. A relevant error is any error by a 

Public Authority in complying with any requirements that are imposed on it by any 

enactment which are subject to review by a Judicial Commissioner. This would include 

compliance by public authorities with Part II of the 2000 Act (RIPA). This would include 

compliance with the content of the Codes of Practice. 

65.5 Examples of relevant errors occurring would include circumstances where: 

 Surveillance activity has taken place without lawful authorisation. 

 

 There has been a failure to adhere to the safeguards set out in the relevant 

statutory provisions and Chapter 9 of the Surveillance Codes of Practice 

relating to the safeguards of the material. 

65.6 All relevant errors made by Public Authorities must be reported to the Investigatory 

Powers Commissioner by the Council as soon as reasonably practicable and a full 

report no later than ten working days.  The report should include information on the 

cause of the error; the amount of surveillance conducted, and material obtained or 

disclosed; any unintended collateral intrusion; any analysis or action taken; whether 

any material has been retained or destroyed; and a summary of the steps taken to 

prevent recurrence. 

 

65.7 Serious Errors 

65.8 The Investigatory Powers Commissioner must inform a person of any relevant error 

relating to that person if the Commissioner considers that the error is a serious error 

and that it is in the public interest for the person concerned to be informed of the error. 

The Commissioner may not decide that an error is a serious error unless they consider 

that the error has caused significant prejudice or harm to the person concerned. The 

fact that there has been a breach of a person’s Convention rights (within the meaning 
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of the Human Rights Act 1998) is not sufficient by itself for an error to be a serious 

error.  

65.9 It is important that all staff involved in the RIPA process report any issues, so they can 

be assessed as to whether it constitutes an error which requires reporting. 

 

66. Complaints 

66.1 Any person who reasonably believes they have been adversely affected by 

surveillance activity by or on behalf of the Council may complain to the Monitoring 

Officer who will investigate the complaint. A complaint can also be made to the official 

body which is the Investigatory Powers Tribunal (IPT).  They have jurisdiction to 

investigate and determine complaints against any Public Authority’s use of RIPA 

powers, including those covered by this Policy.  

 

66.2 Complaints should be addressed to: 

The Investigatory Powers Tribunal 

PO Box 33220 

London 

SWIH 9ZQ 
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